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Summary

CVE CVE-2023-23315

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-01 15:15:00 UTC

Updated 2023-03-10 02:31:00 UTC

Description The PrestaShop e-commerce platform module stripejs contains a Blind SQL injection vulnerability up to version 4.5.5. The method `stripejsValidationModuleFrontController::initContent()` has sensitive SQL calls that can be executed with a trivial http call and exploited to forge a SQL injection.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Stripe Stripe Payment Pro All All All All

References

Reference Source

Create and build your online business with PrestaShop MISC

[CVE-2023-23315] Improper neutralization of an SQL parameter in stripejs module for PrestaShop | Friends-Of-Presta Security Advisories MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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