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CVE CVE-2023-23368
State PUBLIC
Assigner security@qnap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-03 17:15:00 UTC
Updated 2023-11-15 16:28:00 UTC
Description An OS command injection vulnerability has been reported to affect several QNAP operating system versions. If exploited, tt

/ ]
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Qnap Qts 454 - All All
Operating System Qnap Qts 4541715 build_20210630 All All
Operating System Qnap Qts 4541723 build_20210708 All All
Operating System Qnap Qts 4541741 build_20210726 All All
Operating System Qnap Qts 45.41787 build_20210910 All All
Operating System Qnap Qts 4.5.4.1800 build_20210923 All All
Operating System Qnap Qts 4.5.4.1892 build 20211223 All All
Operating System Qnap Qts 4.5.4.1931 build_20220128 All All
Operating System Qnap Qts 4.5.4.2012 build_20220419 All All
Operating System Qnap Qts 4.54.2117 build_20220802 All All
Operating System Qnap Qts 4.5.4.2280 build_20230112 All All
Operating System Qnap Qts 5.0.1 - All All
Operating System Qnap Qts 5.0.1.2034 build_20220515 All All
Operating System Qnap Qts 5.0.1.2079 build_20220629 All All
Operating System Qnap Qts 5.0.1.2131 build_20220820 All All
Operating System Qnap Qts 5.0.1.2137 build_20220826 All All
Operating System Qnap Qts 5.0.1.2145 build 20220903 All All
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Operating System Qnap Qts 5.0.1.2173 build_20221001 All All
Operating System Qnap Qts 5.0.1.2194 build_20221022 All All
Operating System Qnap Qts 5.0.1.2234 build_20221201 All All
Operating System Qnap Qts 5.0.1.2248 build_20221215 All All
Operating System Qnap Qts 5.0.1.2277 build_20230112 All All
Operating System Qnap Qts 5.0.1.2346 build_20230322 All All
Operating System Qnap Qutscloud ¢5.0.1.1949 build_20220218 All All
Operating System Qnap Qutscloud ¢5.0.1.1998 build_20220408 All All
Operating System Qnap Qutscloud c5.0.1.2044 build_20220524 All All
Operating System Qnap Qutscloud c5.0.1.2148 build_20220905 All All
Operating System Qnap Quts Hero h4.5.4.1771 build_20210825 All All
Operating System Qnap Quts Hero h4.5.4.1800 build_20210923 All All
Operating System Qnap Quts Hero h4.5.4.1813 build_20211006 All All
Operating System Qnap Quts Hero h4.5.4.1848 build_20211109 All All
Operating System Qnap Quts Hero h4.5.4.1892 build_20211223 All All
Operating System Qnap Quts Hero h4.5.4.1951 build_20220218 All All
Operating System Qnap Quts Hero h4.5.4.1971 build_20220310 All All
Operating System Qnap Quts Hero h4.5.4.1991 build_20220330 All All
Operating System Qnap Quts Hero h4.5.4.2052 build_20220530 All All
Operating System Qnap Quts Hero h4.5.4.2138 build_20220824 All All
Operating System Qnap Quts Hero h4.5.4.2217 build_20221111 All All
Operating System Qnap Quts Hero h4.5.4.2272 build_20230105 All All
Operating System Qnap Quts Hero h5.0.1.2045 build_20220526 All All
Operating System Qnap Quts Hero h5.0.1.2192 build_20221020 All All
Operating System Qnap Quts Hero h5.0.1.2248 build_20221215 All All
Operating System Qnap Quts Hero h5.0.1.2269 build_20230104 All All
Operating System Qnap Quts Hero h5.0.1.2277 build_20230112 All All
Operating System Qnap Quts Hero h5.0.1.2348 build_20230324 All All
Reference Source Link Tags
Vulnerability in QTS, QuTS hero, and QuTScloud - Security Advisory | QNAP MISC www.gnap.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

730968 QNAP QTS Command Injection Vulnerability (QSA-23-31)
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