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Summary

CVE CVE-2023-23572

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-11 09:15:00 UTC

Updated 2023-08-24 13:33:00 UTC

Description Cross-site scripting vulnerability in SEIKO EPSON printers/network interface Web Config allows a remote authenticated attacker with an administrative privilege to inject an arbitrary script. [Note] Web Config is the software that allows users to check the status and change the settings of SEIKO EPSON printers/network interface via a web browser. According to SEIKO EPSON CORPORATION, it is also called as Remote Manager in some products. Web Config is pre-installed in some printers/network interface provided by SEIKO EPSON CORPORATION. For the details of the affected product names/model numbers, refer to the information provided by the vendor.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Epson Esifnw1 - All All All

Operating System Epson Esifnw1 Firmware - All All All

Hardware Epson Esnsb1 - All All All

Operating System Epson Esnsb1 Firmware - All All All

Hardware Epson Esnsb2 - All All All

Operating System Epson Esnsb2 Firmware - All All All

Hardware Epson Lp-8200c - All All All

Operating System Epson Lp-8200c Firmware - All All All

Hardware Epson Lp-8500c - All All All

Operating System Epson Lp-8500c Firmware - All All All

Hardware Epson Lp-8700ps3 - All All All

Operating System Epson Lp-8700ps3 Firmware - All All All

Hardware Epson Lp-9200b - All All All

Operating System Epson Lp-9200b Firmware - All All All

Hardware Epson Lp-9200c - All All All

Operating System Epson Lp-9200c Firmware - All All All

Hardware Epson Lp-9200ps2 - All All All
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Hardware Epson Lp-9200ps2 - All All All

Operating System Epson Lp-9200ps2 Firmware - All All All

Hardware Epson Lp-9200ps3 - All All All

Operating System Epson Lp-9200ps3 Firmware - All All All

Hardware Epson Lp-9300 - All All All

Operating System Epson Lp-9300 Firmware - All All All

Hardware Epson Lp-9600 - All All All

Hardware Epson Lp-9600s - All All All

Operating System Epson Lp-9600s Firmware - All All All

Operating System Epson Lp-9600 Firmware - All All All

Hardware Epson Lp-9800c - All All All

Operating System Epson Lp-9800c Firmware - All All All

Hardware Epson Lp-s3000 - All All All

Hardware Epson Lp-s3000ps - All All All

Operating System Epson Lp-s3000ps Firmware - All All All

Hardware Epson Lp-s3000r - All All All

Operating System Epson Lp-s3000r Firmware - All All All

Hardware Epson Lp-s3000z - All All All

Operating System Epson Lp-s3000z Firmware - All All All

Operating System Epson Lp-s3000 Firmware - All All All

Hardware Epson Lp-s300n - All All All

Operating System Epson Lp-s300n Firmware - All All All

Hardware Epson Lp-s310n - All All All

Operating System Epson Lp-s310n Firmware - All All All

Hardware Epson Lp-s3500 - All All All

Operating System Epson Lp-s3500 Firmware - All All All

Hardware Epson Lp-s4000 - All All All

Operating System Epson Lp-s4000 Firmware - All All All

Hardware Epson Lp-s4200 - All All All

Operating System Epson Lp-s4200 Firmware - All All All

Hardware Epson Lp-s4500 - All All All

Operating System Epson Lp-s4500 Firmware - All All All

Hardware Epson Lp-s5000 - All All All

Operating System Epson Lp-s5000 Firmware - All All All

Hardware Epson Lp-s5300 - All All All

Hardware Epson Lp-s5300r - All All All

http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9200ps2_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9200ps3
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9200ps3_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9300
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9300_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9600
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9600s
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9600s_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9600_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9800c
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-9800c_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000ps
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000ps_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000r
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000r_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000z
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000z_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3000_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s300n
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s300n_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s310n
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s310n_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3500
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s3500_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s4000
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s4000_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s4200
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s4200_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s4500
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s4500_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5000
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5000_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5300
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5300r


Operating System Epson Lp-s5300r Firmware - All All All

Operating System Epson Lp-s5300 Firmware - All All All

Hardware Epson Lp-s5500 - All All All

Operating System Epson Lp-s5500 Firmware - All All All

Hardware Epson Lp-s6000 - All All All

Operating System Epson Lp-s6000 Firmware - All All All

Hardware Epson Lp-s6500 - All All All

Operating System Epson Lp-s6500 Firmware - All All All

Hardware Epson Lp-s7000 - All All All

Operating System Epson Lp-s7000 Firmware - All All All

Hardware Epson Lp-s7100 - All All All

Operating System Epson Lp-s7100 Firmware - All All All

Hardware Epson Lp-s7500 - All All All

Hardware Epson Lp-s7500ps - All All All

Operating System Epson Lp-s7500ps Firmware - All All All

Operating System Epson Lp-s7500 Firmware - All All All

Hardware Epson Lp-s8100 - All All All

Operating System Epson Lp-s8100 Firmware - All All All

Hardware Epson Lp-s9000 - All All All

Operating System Epson Lp-s9000 Firmware - All All All

Hardware Epson Pa-w11g - All All All

Hardware Epson Pa-w11g2 - All All All

Operating System Epson Pa-w11g2 Firmware - All All All

Operating System Epson Pa-w11g Firmware - All All All

Hardware Epson Prifnw1 - All All All

Hardware Epson Prifnw1s - All All All

Operating System Epson Prifnw1s Firmware - All All All

Operating System Epson Prifnw1 Firmware - All All All

Hardware Epson Prifnw2 - All All All

Hardware Epson Prifnw2ac - All All All

Operating System Epson Prifnw2ac Firmware - All All All

Hardware Epson Prifnw2s - All All All

Hardware Epson Prifnw2sac - All All All

Operating System Epson Prifnw2sac Firmware - All All All

Operating System Epson Prifnw2s Firmware - All All All

Operating System Epson Prifnw2 Firmware - All All All

http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5300r_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5300_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5500
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s5500_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s6000
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s6000_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s6500
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s6500_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7000
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7000_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7100
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7100_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7500
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7500ps
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7500ps_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s7500_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s8100
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s8100_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s9000
http://cve.report/vendor/epson
http://cve.report/software/epson/lp-s9000_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/pa-w11g
http://cve.report/vendor/epson
http://cve.report/software/epson/pa-w11g2
http://cve.report/vendor/epson
http://cve.report/software/epson/pa-w11g2_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/pa-w11g_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw1
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw1s
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw1s_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw1_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw2
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw2ac
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw2ac_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw2s
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw2sac
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw2sac_firmware
http://cve.report/vendor/epson
http://cve.report/software/epson/prifnw2s_firmware


Operating System Epson Prifnw2 Firmware - All All All

Hardware Epson Prifnw3 - All All All

Hardware Epson Prifnw3s - All All All

Operating System Epson Prifnw3s Firmware - All All All

Operating System Epson Prifnw3 Firmware - All All All

Hardware Epson Prifnw6 - All All All

Operating System Epson Prifnw6 Firmware - All All All

Hardware Epson Prifnw7 - All All All

Hardware Epson Prifnw7s - All All All

Operating System Epson Prifnw7s Firmware - All All All

Hardware Epson Prifnw7u - All All All

Operating System Epson Prifnw7u Firmware - All All All

Operating System Epson Prifnw7 Firmware - All All All

Hardware Epson Px-20000 - All All All

Operating System Epson Px-20000 Firmware - All All All

Hardware Epson Px-5002 - All All All

Operating System Epson Px-5002 Firmware - All All All

Hardware Epson Px-5800 - All All All

Operating System Epson Px-5800 Firmware - All All All

Hardware Epson Px-5v - All All All

Operating System Epson Px-5v Firmware - All All All

Hardware Epson Px-6250s - All All All

Operating System Epson Px-6250s Firmware - All All All

Hardware Epson Px-6550 - All All All

Operating System Epson Px-6550 Firmware - All All All

Hardware Epson Px-7500n - All All All

Operating System Epson Px-7500n Firmware - All All All

Hardware Epson Px-7550 - All All All

Hardware Epson Px-7550s - All All All

Operating System Epson Px-7550s Firmware - All All All

Operating System Epson Px-7550 Firmware - All All All

Hardware Epson Px-7v - All All All

Operating System Epson Px-7v Firmware - All All All

Hardware Epson Px-9500n - All All All

Operating System Epson Px-9500n Firmware - All All All

Hardware Epson Px-9550 - All All All
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Hardware Epson Px-9550s - All All All

Operating System Epson Px-9550s Firmware - All All All

Operating System Epson Px-9550 Firmware - All All All

Hardware Epson Px-b500 - All All All

Operating System Epson Px-b500 Firmware - All All All

Hardware Epson Px-b510 - All All All

Operating System Epson Px-b510 Firmware - All All All

Hardware Epson Px-f10000 - All All All

Operating System Epson Px-f10000 Firmware - All All All

Hardware Epson Px-f8000 - All All All

Hardware Epson Px-f8000m - All All All

Operating System Epson Px-f8000m Firmware - All All All

Operating System Epson Px-f8000 Firmware - All All All

Hardware Epson Px-h10000 - All All All

Operating System Epson Px-h10000 Firmware - All All All

Hardware Epson Px-h6000 - All All All

Operating System Epson Px-h6000 Firmware - All All All

Hardware Epson Px-h7000 - All All All

Operating System Epson Px-h7000 Firmware - All All All

Hardware Epson Px-h8000 - All All All

Operating System Epson Px-h8000 Firmware - All All All

Hardware Epson Px-h9000 - All All All

Operating System Epson Px-h9000 Firmware - All All All

Hardware Epson Px-w8000 - All All All

Operating System Epson Px-w8000 Firmware - All All All

Hardware Epson Sc-f2000 - All All All

Operating System Epson Sc-f2000 Firmware - All All All

Hardware Epson Sc-f2150 - All All All

Operating System Epson Sc-f2150 Firmware - All All All

Hardware Epson Sc-f6000 - All All All

Operating System Epson Sc-f6000 Firmware - All All All

Hardware Epson Sc-f6200 - All All All

Operating System Epson Sc-f6200 Firmware - All All All

Hardware Epson Sc-f6350 - All All All

Operating System Epson Sc-f6350 Firmware - All All All
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Hardware Epson Sc-f7100 - All All All

Operating System Epson Sc-f7100 Firmware - All All All

Hardware Epson Sc-f7200 - All All All
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Hardware Epson Sc-t7255d - All All All
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Operating System Epson Sc-t7255 Firmware - All All All

Hardware Epson Stylus Pro Gs6000 - All All All

Operating System Epson Stylus Pro Gs6000 Firmware - All All All

Hardware Epson Tm-c3400 - All All All

Operating System Epson Tm-c3400 Firmware - All All All

Hardware Epson Tm-c3500 - All All All

Operating System Epson Tm-c3500 Firmware - All All All

Hardware Epson Tm-c7500 - All All All

Operating System Epson Tm-c7500 Firmware - All All All
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プリンターおよびネットワークインターフェイス製品のWeb Configにおける脆弱性について｜サポート&ダウンロード｜エプソン MISC

JVN#82424996: Multiple vulnerabilities in SEIKO EPSON printers/network interface Web Config MISC
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