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Summary

CVE CVE-2023-23618

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-14 21:15:00 UTC

Updated 2023-11-07 04:07:00 UTC

Description Git for Windows is the Windows port of the revision control system Git. Prior to Git for Windows version 2.39.2, when `gitk` is run on Windows, it potentially runs executables from the current directory inadvertently, which can be exploited with some social engineering to trick users into running untrusted code. A patch is available in version 2.39.2. As a workaround, avoid using `gitk` (or Git GUI's "Visualize History" functionality) in clones of untrusted repositories.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Git For Windows Project Git For Windows All All All All

References

Reference Source Link Tags

exec MISC wiki.tcl-lang.org

Merge pull request from GHSA-wxwv-49qw-35pm · git-for-windows/git@49a8ec9 · GitHub MISC github.com

Release Git for Windows 2.39.2 · git-for-windows/git · GitHub MISC github.com

gitk can inadvertently call executables in the worktree · Advisory · git-for-windows/git · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

91992 Microsoft Visual Studio Security Updates for March 2023
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