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Summary

CVE CVE-2023-23623

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-06 21:15:00 UTC

Updated 2023-09-11 19:02:00 UTC

Description Electron is a framework which lets you write cross-platform desktop applications using JavaScript, HTML and CSS. A Content-Security-Policy that disables eval, specifically setting a `script-src` directive and _not_ providing `unsafe-eval` in that directive, is not respected in renderers that have sandbox disabled. 

Risk And Classification

Problem Types: CWE-670

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Electronjs Electron 22.0.0 - All All

Application Electronjs Electron 22.0.0 beta1 All All

Application Electronjs Electron 22.0.0 beta2 All All

Application Electronjs Electron 22.0.0 beta3 All All

Application Electronjs Electron 22.0.0 beta4 All All

Application Electronjs Electron 22.0.0 beta5 All All

Application Electronjs Electron 22.0.0 beta6 All All

Application Electronjs Electron 22.0.0 beta7 All All

Application Electronjs Electron 22.0.0 beta8 All All

Application Electronjs Electron 23.0.0 alpha1 All All

References
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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