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Summary

CVE CVE-2023-23630

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-01 01:15:00 UTC

Updated 2023-11-07 04:07:00 UTC

Description Eta is an embedded JS templating engine that works inside Node, Deno, and the browser. XSS attack - anyone using the Express API is impacted. The problem has been resolved. Users should upgrade to version 2.0.0. As a workaround, don't pass user supplied things directly to `res.render`.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eta.js Eta All All All All

References

Reference Source Link Tags

Don't use data object for Eta configuration (#214) · eta-dev/eta@5651392 · GitHub MISC github.com

XSS Attack with Express API · Advisory · eta-dev/eta · GitHub MISC github.com

Release Version 2.0.0 · eta-dev/eta · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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