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Summary

CVE CVE-2023-24032

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-15 21:15:00 UTC

Updated 2023-06-27 02:18:00 UTC

Description In Zimbra Collaboration Suite through 9.0 and 8.8.15, an attacker (who has initial user access to a Zimbra server instance) can execute commands as root by passing one of JVM arguments, leading to local privilege escalation (LPE).

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zimbra Collaboration 8.8.15 - All All

Application Zimbra Collaboration 8.8.15 p1 All All

Application Zimbra Collaboration 8.8.15 p10 All All

Application Zimbra Collaboration 8.8.15 p11 All All

Application Zimbra Collaboration 8.8.15 p12 All All

Application Zimbra Collaboration 8.8.15 p13 All All

Application Zimbra Collaboration 8.8.15 p14 All All

Application Zimbra Collaboration 8.8.15 p15 All All

Application Zimbra Collaboration 8.8.15 p16 All All

Application Zimbra Collaboration 8.8.15 p17 All All

Application Zimbra Collaboration 8.8.15 p18 All All

Application Zimbra Collaboration 8.8.15 p19 All All

Application Zimbra Collaboration 8.8.15 p2 All All

Application Zimbra Collaboration 8.8.15 p20 All All

Application Zimbra Collaboration 8.8.15 p21 All All

Application Zimbra Collaboration 8.8.15 p22 All All

Application Zimbra Collaboration 8.8.15 p23 All All
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Application Zimbra Collaboration 8.8.15 p23 All All

Application Zimbra Collaboration 8.8.15 p24 All All

Application Zimbra Collaboration 8.8.15 p25 All All

Application Zimbra Collaboration 8.8.15 p26 All All

Application Zimbra Collaboration 8.8.15 p27 All All

Application Zimbra Collaboration 8.8.15 p28 All All

Application Zimbra Collaboration 8.8.15 p29 All All

Application Zimbra Collaboration 8.8.15 p3 All All

Application Zimbra Collaboration 8.8.15 p30 All All

Application Zimbra Collaboration 8.8.15 p31 All All

Application Zimbra Collaboration 8.8.15 p32 All All

Application Zimbra Collaboration 8.8.15 p33 All All

Application Zimbra Collaboration 8.8.15 p34 All All

Application Zimbra Collaboration 8.8.15 p35 All All

Application Zimbra Collaboration 8.8.15 p4 All All

Application Zimbra Collaboration 8.8.15 p5 All All

Application Zimbra Collaboration 8.8.15 p6 All All

Application Zimbra Collaboration 8.8.15 p7 All All

Application Zimbra Collaboration 8.8.15 p8 All All

Application Zimbra Collaboration 8.8.15 p9 All All

Application Zimbra Collaboration 9.0.0 - All All

Application Zimbra Collaboration 9.0.0 p0 All All

Application Zimbra Collaboration 9.0.0 p1 All All

Application Zimbra Collaboration 9.0.0 p10 All All

Application Zimbra Collaboration 9.0.0 p11 All All

Application Zimbra Collaboration 9.0.0 p12 All All

Application Zimbra Collaboration 9.0.0 p13 All All

Application Zimbra Collaboration 9.0.0 p14 All All

Application Zimbra Collaboration 9.0.0 p15 All All

Application Zimbra Collaboration 9.0.0 p19 All All

Application Zimbra Collaboration 9.0.0 p2 All All

Application Zimbra Collaboration 9.0.0 p23 All All

Application Zimbra Collaboration 9.0.0 p25 All All

Application Zimbra Collaboration 9.0.0 p26 All All

Application Zimbra Collaboration 9.0.0 p27 All All

Application Zimbra Collaboration 9.0.0 p3 All All
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Application Zimbra Collaboration 9.0.0 p33 All All

Application Zimbra Collaboration 9.0.0 p4 All All

Application Zimbra Collaboration 9.0.0 p5 All All

Application Zimbra Collaboration 9.0.0 p6 All All

Application Zimbra Collaboration 9.0.0 p7 All All

Application Zimbra Collaboration 9.0.0 p7.1 All All

Application Zimbra Collaboration 9.0.0 p8 All All

Application Zimbra Collaboration 9.0.0 p9 All All

References

Reference Source Link Tags

wiki.zimbra.com/wiki/Zimbra_Security_Advisories MISC wiki.zimbra.com

wiki.zimbra.com/wiki/Security_Center MISC wiki.zimbra.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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