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CVE CVE-2023-24490

State PUBLIC

Assigner secure@citrix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-10 22:15:00 UTC

Updated 2023-07-18 16:43:00 UTC

Description Users with only access to launch VDA applications can launch an unauthorized desktop

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Citrix Linux Virtual Delivery Agent All All All All
Operating System Citrix Linux Virtual Delivery Agent 1912 - All All
Operating System Citrix Linux Virtual Delivery Agent 1912 cul All All
Operating System Citrix Linux Virtual Delivery Agent 1912 cu2 All All
Operating System Citrix Linux Virtual Delivery Agent 1912 cu3 All All
Operating System Citrix Linux Virtual Delivery Agent 1912 cu4 All All
Operating System Citrix Linux Virtual Delivery Agent 1912 cu5 All All
Operating System Citrix Linux Virtual Delivery Agent 1912 cub All All
Operating System Citrix Linux Virtual Delivery Agent 2203 - All All
Operating System Citrix Linux Virtual Delivery Agent 2203 cul All All
Operating System Citrix Linux Virtual Delivery Agent 2203 cu2 All All
Application Citrix Virtual Apps And Desktops All All All All
Application Citrix Virtual Apps And Desktops 1912 - All All
Application Citrix Virtual Apps And Desktops 1912 cul All All
Application Citrix Virtual Apps And Desktops 1912 cu2 All All
Application Citrix Virtual Apps And Desktops 1912 cu3 All All
Application Citrix Virtual Apps And Desktops 1912 cu4 All All
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Application Citrix Virtual Apps And Desktops 1912 cub All All

Application Citrix Virtual Apps And Desktops 1912 cub All All

Application Citrix Virtual Apps And Desktops 2203 - All All

Application Citrix Virtual Apps And Desktops 2203 cul All All

Application Citrix Virtual Apps And Desktops 2203 cu2 All All

Reference Source Link Ti
Windows and Linux Virtual Delivery Agent for CVAD and Citrix DaaS Security Bulletin CVE-2023-24490 MISC support.citrix.com
CVE Program record CVE.ORG www.cve.org ce
NVD vulnerability detail NVD nvd.nist.gov ce
‘] [

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379056 Citrix Virtual Apps and Desktops Improper Access Control Vulnerability (CTX559370)
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