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Summary

CVE CVE-2023-24513

State PUBLIC

Assigner psirt@arista.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-12 20:15:00 UTC

Updated 2023-04-24 16:00:00 UTC

Description On affected platforms running Arista CloudEOS an issue in the Software Forwarding Engine (Sfe) can lead to a potential denial of service attack by sending malformed packets to the switch. This causes a leak of packet buffers and if enough malformed packets are received, the switch may eventually stop forwarding traffic.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Amazon Aws Marketplace - All All All

Application Arista Cloudeos All All All All

Hardware Arista Dca-200-veos - All All All

Application Equinix Network Edge - All All All

Application Google Google Cloud Platform Marketplace - All All All

Application Microsoft Azure Marketplace - All All All

References

Reference Source Link Tags

Security Advisory 0085 - Arista MISC www.arista.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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