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CVE CVE-2023-24544
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-11 09:15:00 UTC
Updated 2023-04-18 19:36:00 UTC
Description Improper access control vulnerability in Buffalo network devices allows a network-adjacent attacker to obtain specific files o

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Buffalo Bs-gs2008 - All All All
Hardware Buffalo Bs-gs2008p - All All All
Operating System Buffalo Bs-gs2008p Firmware All All All All
Operating System Buffalo Bs-gs2008 Firmware All All All All
Hardware Buffalo Bs-gs2016 - All All All
Hardware Buffalo Bs-gs2016hp - All All All
Operating System Buffalo Bs-gs2016hp Firmware All All All All
Hardware Buffalo Bs-gs2016p - All All All
Operating System Buffalo Bs-gs2016p Firmware All All All All
Operating System Buffalo Bs-gs2016p Firmware All All All All
Operating System Buffalo Bs-gs2016 Firmware All All All All
Hardware Buffalo Bs-gs2024 - All All All
Hardware Buffalo Bs-gs2024hp - All All All
Operating System Buffalo Bs-gs2024hp Firmware All All All All
Hardware Buffalo Bs-gs2024p - All All All
Operating System Buffalo Bs-gs2024p Firmware All All All All
Operating System Buffalo Bs-gs2024p Firmware All All All All
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Operating System Buffalo Bs-gs2024 Firmware All All All All
Hardware Buffalo Bs-gs2048 - All All All
Operating System Buffalo Bs-gs2048 Firmware All All All All
Hardware Buffalo Bs-gsl2016 - All All All
Hardware Buffalo Bs-gsl2016p - All All All
Operating System Buffalo Bs-gsl2016p Firmware All All All All
Operating System Buffalo Bs-gsl2016 Firmware All All All All
Hardware Buffalo Bs-gsl2024 - All All All
Operating System Buffalo Bs-gsl2024 Firmware All All All All
Reference Source Link Tags
JVNVU#96824262: Multiple vulnerabilities in Buffalo network devices MISC jvn.jp Third Party Advisory
[B#] R4 v FO—BERICHS 1T 2EHOMEEEEZOXMLSZE | /Ny T 7O—- MISC www.buffalo.jp  Patch, Vendor Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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