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Summary

CVE CVE-2023-24586

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-10 06:15:00 UTC

Updated 2023-05-17 16:23:00 UTC

Description Cleartext storage of sensitive information exists in SkyBridge MB-A100/110 firmware Ver. 4.2.0 and earlier, which may allow a remote authenticated attacker to obtain an APN credential for the product.

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Seiko-sol Skybridge Mb-a100 - All All All

Operating System Seiko-sol Skybridge Mb-a100 Firmware All All All All

Hardware Seiko-sol Skybridge Mb-a110 - All All All

Operating System Seiko-sol Skybridge Mb-a110 Firmware All All All All

References

Reference Source

ダウンロード（MB-A100/110） | LTE/3G対応無線ルーター SkyBridge | セイコーソリューションズ MISC

ダウンロード（SkyBridge MB-A130） | セイコーソリューションズ株式会社 MISC

JVN#40604023: Multiple vulnerabilities in Seiko Solutions SkyBridge MB-A100/A110/A200/A130 SkySpider MB-R210 MISC

ダウンロード（SkySpider MB-R210） | セイコーソリューションズ株式会社 MISC

SkyBridge MB-A100/110/200・MB-A130シリーズ・SkySpider MB-R210の脆弱性と対応について | セイコーソリューションズ株式会社 MISC

ダウンロード（MB-A200） | LTE/3G対応無線ルーター SkyBridge | セイコーソリューションズ MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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