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Summary

CVE CVE-2023-24613

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-03 02:15:00 UTC

Updated 2023-02-10 16:14:00 UTC

Description The user interface of Array Networks AG Series and vxAG through 9.4.0.470 could allow a remote attacker to use the gdb tool to overwrite the backend function call stack after accessing the system with administrator privileges. A successful exploit could leverage this vulnerability in the backend binary file that handles the user interface to a cause denial of service attack. This is fixed in AG 9.4.0.481.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Arraynetworks Ag1000 - All All All

Hardware Arraynetworks Ag1000t - All All All

Hardware Arraynetworks Ag1000v5 - All All All

Hardware Arraynetworks Ag1100v5 - All All All

Hardware Arraynetworks Ag1150 - All All All

Hardware Arraynetworks Ag1200 - All All All

Hardware Arraynetworks Ag1200v5 - All All All

Hardware Arraynetworks Ag1500 - All All All

Hardware Arraynetworks Ag1500fips - All All All

Hardware Arraynetworks Ag1500v5 - All All All

Hardware Arraynetworks Ag1600 - All All All

Hardware Arraynetworks Ag1600v5 - All All All

Operating System Arraynetworks Arrayos Ag All All All All

Hardware Arraynetworks Vxag - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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