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CVE CVE-2023-24818
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-04-24 15:15:00 UTC
Updated 2023-05-03 15:44:00 UTC
Description RIOT-OS, an operating system that supports Internet of Things devices, contains a network stack with the ability to process

1|

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Riot-os Riot All All

Edition

All

Language

All

References

Reference

Null Pointer dereference during fragment forwarding - Advisory - RIOT-OS/RIOT - GitHub

gnrc_sixlowpan: Various hardening fixes by miri64 - Pull Request #18817 - RIOT-OS/RIOT - GitHub
gnrc_sixlowpan: Various hardening fixes by miri64 - Pull Request #18817 - RIOT-OS/RIOT - GitHub
gnrc_sixlowpan: Various hardening fixes by miri64 - Pull Request #18817 - RIOT-OS/RIOT - GitHub
CVE Program record

NVD vulnerability detail

/

gnrc_sixlowpan: Various hardening fixes [backport 2022.10] by miri64 - Pull Request #18820 - RIOT-OS/RIOT - GitHub
gnrc_sixlowpan: Various hardening fixes [backport 2022.10] by miri64 - Pull Request #18820 - RIOT-OS/RIOT - GitHub

gnrc_sixlowpan: Various hardening fixes [backport 2022.10] by miri64 - Pull Request #18820 - RIOT-OS/RIOT - GitHub

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/CVE-2023-24818/cve_org
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https://cve.report/CVE-2023-24818.pdf
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https://github.com/RIOT-OS/RIOT/security/advisories/GHSA-69h9-vj5r-xcg6
https://github.com/RIOT-OS/RIOT/pull/18820/commits/4b23d93868a28edd8ebf2ff4ebe94540f2475008
https://github.com/RIOT-OS/RIOT/pull/18820/commits/f4fb746d1acaacc962daeed3aa71aadfe307d20e
https://github.com/RIOT-OS/RIOT/pull/18820/commits/f4df5b4c4f841ccb460930894cf68ab10b55b971
https://github.com/RIOT-OS/RIOT/pull/18817/commits/0bec3e245ed3815ad6c8cae54673f0021777768b
https://github.com/RIOT-OS/RIOT/pull/18817/commits/17c70f7ee0b1445f2941f516f264ed4a096e82b7
https://github.com/RIOT-OS/RIOT/pull/18817/commits/aa27ed71fa3e5d48dee1748dcf27b6323ec98a33
https://www.cve.org/CVERecord?id=CVE-2023-24818
https://nvd.nist.gov/vuln/detail/CVE-2023-24818
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