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Summary

CVE CVE-2023-24853

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-03 06:15:00 UTC

Updated 2023-10-04 19:56:00 UTC

Description Memory Corruption in HLOS while registering for key provisioning notify.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Ar8035 - All All All

Operating System Qualcomm Ar8035 Firmware - All All All

Hardware Qualcomm Fastconnect 6200 - All All All

Operating System Qualcomm Fastconnect 6200 Firmware - All All All

Hardware Qualcomm Fastconnect 6700 - All All All

Operating System Qualcomm Fastconnect 6700 Firmware - All All All

Hardware Qualcomm Fastconnect 6800 - All All All

Operating System Qualcomm Fastconnect 6800 Firmware - All All All

Hardware Qualcomm Fastconnect 6900 - All All All

Operating System Qualcomm Fastconnect 6900 Firmware - All All All

Hardware Qualcomm Fastconnect 7800 - All All All

Operating System Qualcomm Fastconnect 7800 Firmware - All All All

Hardware Qualcomm Fsm10056 - All All All

Operating System Qualcomm Fsm10056 Firmware - All All All

Hardware Qualcomm Qam8255p - All All All

Operating System Qualcomm Qam8255p Firmware - All All All

Hardware Qualcomm Qam8295p - All All All
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Operating System Qualcomm Qam8295p Firmware - All All All

Hardware Qualcomm Qam8650p - All All All

Operating System Qualcomm Qam8650p Firmware - All All All

Hardware Qualcomm Qam8775p - All All All

Operating System Qualcomm Qam8775p Firmware - All All All

Hardware Qualcomm Qamsrv1h - All All All

Operating System Qualcomm Qamsrv1h Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

Hardware Qualcomm Qca6421 - All All All

Operating System Qualcomm Qca6421 Firmware - All All All

Hardware Qualcomm Qca6426 - All All All

Operating System Qualcomm Qca6426 Firmware - All All All

Hardware Qualcomm Qca6431 - All All All

Operating System Qualcomm Qca6431 Firmware - All All All

Hardware Qualcomm Qca6436 - All All All

Operating System Qualcomm Qca6436 Firmware - All All All

Hardware Qualcomm Qca6564 - All All All

Hardware Qualcomm Qca6564a - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All

Operating System Qualcomm Qca6564a Firmware - All All All

Operating System Qualcomm Qca6564 Firmware - All All All

Hardware Qualcomm Qca6574 - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Operating System Qualcomm Qca6574 Firmware - All All All

Hardware Qualcomm Qca6595 - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Operating System Qualcomm Qca6595 Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca6698aq - All All All
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Hardware Qualcomm Qca6698aq - All All All

Operating System Qualcomm Qca6698aq Firmware - All All All

Hardware Qualcomm Qca6797aq - All All All

Operating System Qualcomm Qca6797aq Firmware - All All All

Hardware Qualcomm Qca8081 - All All All

Operating System Qualcomm Qca8081 Firmware - All All All

Hardware Qualcomm Qca8337 - All All All

Operating System Qualcomm Qca8337 Firmware - All All All

Hardware Qualcomm Qcc710 - All All All

Operating System Qualcomm Qcc710 Firmware - All All All

Hardware Qualcomm Qcm4490 - All All All

Operating System Qualcomm Qcm4490 Firmware - All All All

Hardware Qualcomm Qcm8550 - All All All

Operating System Qualcomm Qcm8550 Firmware - All All All

Hardware Qualcomm Qcn6224 - All All All

Operating System Qualcomm Qcn6224 Firmware - All All All

Hardware Qualcomm Qcn6274 - All All All

Operating System Qualcomm Qcn6274 Firmware - All All All

Hardware Qualcomm Qcs4490 - All All All

Operating System Qualcomm Qcs4490 Firmware - All All All

Hardware Qualcomm Qcs8155 - All All All

Operating System Qualcomm Qcs8155 Firmware - All All All

Hardware Qualcomm Qcs8550 - All All All

Operating System Qualcomm Qcs8550 Firmware - All All All

Hardware Qualcomm Qdu1000 - All All All

Operating System Qualcomm Qdu1000 Firmware - All All All

Hardware Qualcomm Qdu1010 - All All All

Operating System Qualcomm Qdu1010 Firmware - All All All

Hardware Qualcomm Qdu1110 - All All All

Operating System Qualcomm Qdu1110 Firmware - All All All

Hardware Qualcomm Qdu1210 - All All All

Operating System Qualcomm Qdu1210 Firmware - All All All

Hardware Qualcomm Qdx1010 - All All All

Operating System Qualcomm Qdx1010 Firmware - All All All

Hardware Qualcomm Qdx1011 - All All All

Operating System Qualcomm Qdx1011 Firmware - All All All
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Hardware Qualcomm Qfw7114 - All All All

Operating System Qualcomm Qfw7114 Firmware - All All All

Hardware Qualcomm Qfw7124 - All All All

Operating System Qualcomm Qfw7124 Firmware - All All All

Hardware Qualcomm Qru1032 - All All All

Operating System Qualcomm Qru1032 Firmware - All All All

Hardware Qualcomm Qru1052 - All All All

Operating System Qualcomm Qru1052 Firmware - All All All

Hardware Qualcomm Qru1062 - All All All

Operating System Qualcomm Qru1062 Firmware - All All All

Hardware Qualcomm Qsm8350 - All All All

Operating System Qualcomm Qsm8350 Firmware - All All All

Hardware Qualcomm Sa4150p - All All All

Operating System Qualcomm Sa4150p Firmware - All All All

Hardware Qualcomm Sa4155p - All All All

Operating System Qualcomm Sa4155p Firmware - All All All

Hardware Qualcomm Sa6145p - All All All

Operating System Qualcomm Sa6145p Firmware - All All All

Hardware Qualcomm Sa6150p - All All All

Operating System Qualcomm Sa6150p Firmware - All All All

Hardware Qualcomm Sa6155 - All All All

Hardware Qualcomm Sa6155p - All All All

Operating System Qualcomm Sa6155p Firmware - All All All

Operating System Qualcomm Sa6155 Firmware - All All All

Hardware Qualcomm Sa8145p - All All All

Operating System Qualcomm Sa8145p Firmware - All All All

Hardware Qualcomm Sa8150p - All All All

Operating System Qualcomm Sa8150p Firmware - All All All

Hardware Qualcomm Sa8155 - All All All

Hardware Qualcomm Sa8155p - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Operating System Qualcomm Sa8155 Firmware - All All All

Hardware Qualcomm Sa8195p - All All All

Operating System Qualcomm Sa8195p Firmware - All All All

Hardware Qualcomm Sa8255p - All All All
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Operating System Qualcomm Sa8255p Firmware - All All All

Hardware Qualcomm Sa8295p - All All All

Operating System Qualcomm Sa8295p Firmware - All All All

Hardware Qualcomm Sa8540p - All All All

Operating System Qualcomm Sa8540p Firmware - All All All

Hardware Qualcomm Sa8650p - All All All

Operating System Qualcomm Sa8650p Firmware - All All All

Hardware Qualcomm Sa9000p - All All All

Operating System Qualcomm Sa9000p Firmware - All All All

Hardware Qualcomm Sc8280xp-ab - All All All

Operating System Qualcomm Sc8280xp-ab Firmware - All All All

Hardware Qualcomm Sc8280xp-bb - All All All

Operating System Qualcomm Sc8280xp-bb Firmware - All All All

Hardware Qualcomm Sd865 5g - All All All

Operating System Qualcomm Sd865 5g Firmware - All All All

Hardware Qualcomm Sd 8 Gen1 5g - All All All

Operating System Qualcomm Sd 8 Gen1 5g Firmware - All All All

Hardware Qualcomm Sg8275p - All All All

Operating System Qualcomm Sg8275p Firmware - All All All

Hardware Qualcomm Sm7250-aa - All All All

Operating System Qualcomm Sm7250-aa Firmware - All All All

Hardware Qualcomm Sm7250-ab - All All All

Operating System Qualcomm Sm7250-ab Firmware - All All All

Hardware Qualcomm Sm7250-ac - All All All

Operating System Qualcomm Sm7250-ac Firmware - All All All

Hardware Qualcomm Sm7250p - All All All

Operating System Qualcomm Sm7250p Firmware - All All All

Hardware Qualcomm Sm8250-ab - All All All

Operating System Qualcomm Sm8250-ab Firmware - All All All

Hardware Qualcomm Sm8250-ac - All All All

Operating System Qualcomm Sm8250-ac Firmware - All All All

Hardware Qualcomm Sm8350-ac - All All All

Operating System Qualcomm Sm8350-ac Firmware - All All All

Hardware Qualcomm Sm8550p - All All All

Operating System Qualcomm Sm8550p Firmware - All All All

Hardware Qualcomm Snapdragon 4 Gen 2 Mobile Platform - All All All
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Hardware Qualcomm Snapdragon 4 Gen 2 Mobile Platform - All All All

Operating System Qualcomm Snapdragon 4 Gen 2 Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon 865 5g Mobile Platform - All All All

Operating System Qualcomm Snapdragon 865 5g Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon 888 5g Mobile Platform - All All All

Operating System Qualcomm Snapdragon 888 5g Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon 8 Gen 1 Mobile Platform - All All All

Operating System Qualcomm Snapdragon 8 Gen 1 Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon 8 Gen 2 Mobile Platform - All All All

Operating System Qualcomm Snapdragon 8 Gen 2 Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon 8 Gen 1 Mobile Platform - All All All

Operating System Qualcomm Snapdragon 8 Gen 1 Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon 8 Gen 2 Mobile Platform - All All All

Operating System Qualcomm Snapdragon 8 Gen 2 Mobile Platform Firmware - All All All

Hardware Qualcomm Snapdragon Ar2 Gen 1 Platform - All All All

Operating System Qualcomm Snapdragon Ar2 Gen 1 Platform Firmware - All All All

Hardware Qualcomm Snapdragon X55 5g Modem-rf System - All All All

Operating System Qualcomm Snapdragon X55 5g Modem-rf System Firmware - All All All
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