
CVE-2023-25076
Published on: Not Yet Published

Last Modified on: 05/27/2023 04:15:00 AM UTC

CVE-2023-25076

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Sniproxy from Sniproxy Project contain the
following vulnerability:

A buffer overflow vulnerability exists in the handling of wildcard
backend hosts of SNIProxy 0.6.0-2 and the master branch (commit:
822bb80df9b7b345cc9eba55df74a07b498819ba). A specially crafted
HTTP or TLS packet can lead to arbitrary code execution. An attacker
could send a malicious packet to trigger this vulnerability.

CVSS3 Score: 9.8 - CRITICAL

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH HIGH HIGH

CVE References

Description Tags Link

TALOS-2023-1731 || Cisco
Talos Intelligence Group -
Comprehensive Threat
Intelligence

talosintelligence.com

text/html

 MISC talosintelligence.com/vulnerability_reports/TALOS-2023-1731

Debian -- Security
Information -- DSA-5413-1
sniproxy

www.debian.org

Depreciated Link

text/html

 MISC www.debian.org/security/2023/dsa-5413

[SECURITY] [DLA 3406-1]
sniproxy security update

lists.debian.org

text/html

 MISC lists.debian.org/debian-lts-announce/2023/04/msg00030.html

CVE-2023-25076 has been assigned by  talos-cna@cisco.com to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  SNIProxy - SNIProxy version = 0.6.0-2

Affected Vendor/Software:  SNIProxy - SNIProxy version = Master 822bb80df9b7b345cc9eba55df74a07b498819ba
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https://cve.report/CVE-2023-25076.pdf
http://cve.report/software/sniproxy_project/sniproxy
http://cve.report/vendor/sniproxy_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://talosintelligence.com/vulnerability_reports/TALOS-2023-1731
https://www.debian.org/security/2023/dsa-5413
https://lists.debian.org/debian-lts-announce/2023/04/msg00030.html


← Previous ID Next ID→

sniproxy security update text/html

address: fix buffer overflow ·
dlundquist/sniproxy@f8d9a43
· GitHub

github.com

text/html

 MISC
github.com/dlundquist/sniproxy/commit/f8d9a433fe22ab2fa15c00179048ab02ae23d583

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

181755 Debian Security Update for sniproxy (DLA 3406-1)

181804 Debian Security Update for sniproxy (DSA 5413-1)

184235 Debian Security Update for sniproxy (CVE-2023-25076)

199410 Ubuntu Security Notification for SNI Proxy Vulnerability (USN-6148-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sniproxy Project Sniproxy 0.6.0-2 All All All

Application Sniproxy Project Sniproxy 0.6.1 All All All

No vendor comments have been submitted for this CVE
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