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Summary

CVE CVE-2023-2509

State PUBLIC

Assigner security@asustor.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-17 07:15:00 UTC

Updated 2023-05-26 13:34:00 UTC

Description A Cross-Site Scripting(XSS) vulnerability was found on ADM, LooksGood and SoundsGood Apps. An attacker can exploit this vulnerability to inject malicious scripts into the target applications to access any cookies or sensitive information retained by the browser and used with that application. Affected products and versions include: ADM 4.0.6.REG2, 4.1.0 and below as well as ADM 4.2.1.RGE2 and below, LooksGood 2.0.0.R129 and below and SoundsGood 2.3.0.r1027 and below.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asustor Adm 4.0.0 All All All

Application Asustor Adm 4.0.6 reg2 All All

Application Asustor Adm 4.1.0 - All All

Application Asustor Adm 4.1.0 rlq1 All All

Application Asustor Adm 4.2.1 - All All

Application Asustor Adm 4.2.1 rge2 All All

Application Asustor Looksgood 2.0.0 - All All

Application Asustor Looksgood 2.0.0 r129 All All

Application Asustor Soundsgood 2.3.0 - All All

Application Asustor Soundsgood 2.3.0 r1027 All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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