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Summary

CVE CVE-2023-25133

State PUBLIC

Assigner ART@zuso.ai

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-24 11:15:00 UTC

Updated 2023-05-02 20:24:00 UTC

Description Improper privilege management vulnerability in default.cmd file in PowerPanel Business Local/Remote for Windows v4.8.6 and earlier, PowerPanel Business Management for Windows v4.8.6 and earlier, PowerPanel Business Local/Remote for Linux 32bit v4.8.6 and earlier, PowerPanel Business Local/Remote for Linux 64bit v4.8.6 and earlier, PowerPanel Business Management for Linux 32bit v4.8.6 and earlier, PowerPanel Business Management for Linux 64bit v4.8.6 and earlier, PowerPanel Business Local/Remote for MacOS v4.8.6 and earlier, and PowerPanel Business Management for MacOS v4.8.6 and earlier allows remote attackers to execute operation system commands via unspecified vectors.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cyberpower Powerpanel All All All All

Application Cyberpower Powerpanel All All All All

Application Cyberpower Powerpanel All All All All

Application Cyberpower Powerpanel All All All All

References

Reference Source Link Tags

PowerPanel Business for Virtual Machine - Software | CyberPower MISC www.cyberpower.com

ZUSO Generation 如梭世代 MISC zuso.ai

PowerPanel Business for Linux - Software | CyberPower MISC www.cyberpower.com

PowerPanel Business for Mac - Software | CyberPower MISC www.cyberpower.com

PowerPanel Business for Windows - Software | CyberPower MISC www.cyberpower.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2023-25133/mitre
https://cve.report/CVE-2023-25133/nist
https://cve.report/CVE-2023-25133/cve_org
https://cve.report/api/cve/CVE-2023-25133.json
https://cve.report/CVE-2023-25133.pdf
http://cve.report/vendor/cyberpower
http://cve.report/software/cyberpower/powerpanel
http://cve.report/vendor/cyberpower
http://cve.report/software/cyberpower/powerpanel
http://cve.report/vendor/cyberpower
http://cve.report/software/cyberpower/powerpanel
http://cve.report/vendor/cyberpower
http://cve.report/software/cyberpower/powerpanel
https://www.cyberpower.com/global/en/product/sku/powerpanel_business_for_virtual_machine#downloads
https://zuso.ai/Advisory/
https://www.cyberpower.com/global/en/product/sku/powerpanel_business_for_linux#downloads
https://www.cyberpower.com/global/en/product/sku/powerpanel_business_for_mac#downloads
https://www.cyberpower.com/global/en/product/sku/powerpanel_business_for_windows#downloads
https://www.cve.org/CVERecord?id=CVE-2023-25133
https://nvd.nist.gov/vuln/detail/CVE-2023-25133


There are currently no legacy QID mappings associated with this CVE.
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