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Summary

CVE CVE-2023-25157

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-21 22:15:00 UTC

Updated 2023-11-07 04:08:00 UTC

Description GeoServer is an open source software server written in Java that allows users to share and edit geospatial data. GeoServer includes support for the OGC Filter expression language and the OGC Common Query Language (CQL) as part of the Web Feature Service (WFS) and Web Map Service (WMS) protocols. CQL is also supported through the Web Coverage Service (WCS) protocol for ImageMosaic coverages. Users are advised to upgrade to either version 2.21.4, or version 2.22.2 to resolve this issue. Users unable to upgrade should disable the PostGIS Datastore *encode functions* setting to mitigate ``strEndsWith``, ``strStartsWith`` and ``PropertyIsLike `` misuse and enable the PostGIS DataStore *preparedStatements* setting to mitigate the ``FeatureId`` misuse.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Osgeo Geoserver All All All All

References

Reference Source Link Tags

Merge pull request from GHSA-7g5f-wrx8-5ccf · geoserver/geoserver@145a8af · GitHub MISC github.com

OGC Filter SQL Injection Vulnerabilities · Advisory · geoserver/geoserver · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

150673 GeoServer OGC Filter SQL Injection Vulnerability (CVE-2023-25157)

730747 GeoServer OGC Filter SQL Injection Vulnerability (GHSA-7g5f-wrx8-5ccf)

https://cve.report/
https://cve.report/CVE-2023-25157/mitre
https://cve.report/CVE-2023-25157/nist
https://cve.report/CVE-2023-25157/cve_org
https://cve.report/api/cve/CVE-2023-25157.json
https://cve.report/CVE-2023-25157.pdf
http://cve.report/vendor/osgeo
http://cve.report/software/osgeo/geoserver
https://github.com/geoserver/geoserver/commit/145a8af798590288d270b240235e89c8f0b62e1d
https://github.com/geoserver/geoserver/security/advisories/GHSA-7g5f-wrx8-5ccf
https://www.cve.org/CVERecord?id=CVE-2023-25157
https://nvd.nist.gov/vuln/detail/CVE-2023-25157
http://cve.report/qid/150673
http://cve.report/qid/730747
https://cve.report/


completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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