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Summary

CVE CVE-2023-25163

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-08 21:15:00 UTC

Updated 2023-02-18 21:48:00 UTC

Description Argo CD is a declarative, GitOps continuous delivery tool for Kubernetes. All versions of Argo CD starting with v2.6.0-rc1 have an output sanitization bug which leaks repository access credentials in error messages. These error messages are visible to the user, and they are logged. The error message is visible when a user attempts to create or update an Application via the Argo CD API (and therefor the UI or CLI). The user must have `applications, create` or `applications, update` RBAC access to reach the code which may produce the error. The user is not guaranteed to be able to trigger the error message. They may attempt to spam the API with requests to trigger a rate limit error from the upstream repository. If the user has `repositories, update` access, they may edit an existing repository to introduce a URL typo or otherwise force an error message. But if they have that level of access, they are probably intended to have access to the credentials anyway. A patch for this vulnerability has been released in version 2.6.1. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Argo Continuous Delivery 2.6.0 - All All

Application Linuxfoundation Argo Continuous Delivery 2.6.0 rc1 All All

Application Linuxfoundation Argo Continuous Delivery 2.6.0 rc2 All All

Application Linuxfoundation Argo Continuous Delivery 2.6.0 rc3 All All

Application Linuxfoundation Argo Continuous Delivery 2.6.0 rc4 All All

Application Linuxfoundation Argo Continuous Delivery 2.6.0 rc5 All All

Application Linuxfoundation Argo Continuous Delivery 2.6.0 rc6 All All

Application Linuxfoundation Argo Continuous Delivery 2.6.0 rc7 All All

References

Reference Source Link

Github App Private Key printed on auth failure · Issue #12309 · argoproj/argo-cd · GitHub MISC github.com

fix: sanitize repo creds in error messages (#12309) by crenshaw-dev · Pull Request #12320 · argoproj/argo-cd · GitHub MISC github.com

Argo CD leaks repository credentials in user-facing error messages and in logs · Advisory · argoproj/argo-cd · GitHub MISC github.com

RBAC Configuration - Argo CD - Declarative GitOps CD for Kubernetes MISC argo-cd.readthedocs.io
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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