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Summary

CVE CVE-2023-25194

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-07 20:15:00 UTC

Updated 2023-07-21 12:15:00 UTC

Description A possible security vulnerability has been identified in Apache Kafka Connect API. This requires access to a Kafka Connect worker, and the ability to create/modify connectors on it with an arbitrary Kafka client SASL JAAS config and a SASL-based security protocol, which has been possible on Kafka Connect clusters since Apache Kafka Connect 2.3.0. When configuring the connector via the Kafka Connect REST API, an authenticated operator can set the `sasl.jaas.config` property for any of the connector's Kafka clients to "com.sun.security.auth.module.JndiLoginModule", which can be done via the `producer.override.sasl.jaas.config`, `consumer.override.sasl.jaas.config`, or `admin.override.sasl.jaas.config` properties. This will allow the server to connect to the attacker's LDAP server and deserialize the LDAP response, which the attacker can use to execute java deserialization gadget chains on the Kafka connect server. Attacker can cause unrestricted deserialization of untrusted data (or) RCE vulnerability when there are gadgets in the classpath. 

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Kafka All All All All

Application Apache Kafka Connect All All All All

References

Reference Source Link Tags

lists.apache.org/thread/vy1c7fqcdqvq5grcqp6q5jyyb302khyz MISC lists.apache.org

Apache Druid JNDI Injection Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

Apache Kafka MISC kafka.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150685 Apache Kafka Connect Remote Code Execution (RCE) Vulnerability (CVE-2023-25194)

378053 Apache Kafka Remote Code Execution (RCE) and Denial of Service (DoS) Vulnerability
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