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Summary

CVE CVE-2023-25261

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-27 21:15:00 UTC

Updated 2023-04-04 17:03:00 UTC

Description Certain Stimulsoft GmbH products are affected by: Remote Code Execution. This affects Stimulsoft Designer (Desktop) 2023.1.4 and Stimulsoft Designer (Web) 2023.1.3 and Stimulsoft Viewer (Web) 2023.1.3. Access to the local file system is not prohibited in any way. Therefore, an attacker may include source code which reads or writes local directories and files. It is also possible for the attacker to prepare a report which has a variable that holds the gathered data and render it in the report.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Stimulsoft Designer 2023.1 All All All

Application Stimulsoft Designer 2023.1.3 All All All

Application Stimulsoft Designer 2023.1.4 All All All

Application Stimulsoft Viewer 2023.1.3 All All All

Application Stimulsoft Viewer 2023.1.4 All All All

References

Reference Source Link Tags

RCE in Stimulsoft Designer and Viewer - CVE-2023-25261 :: Vulnerability Disclosure MISC cves.at

Reporting tool for NET | ASP.NET | MVC | NET Core | Blazor | PHP | JavaScript | Angular MISC stimulsoft.com

Cloud-TrustIT MISC cloud-trustit.spp.at

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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