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CVE-2023-25569 - advisory for GHSA-fmxqg-v8mg-gh25

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cssanammcLrrLumsucan Gertain versions of ApO”O from ApO”OCOﬂfig contain the foIIowing
vulnerability:

Apollo is a configuration management system. Prior to version 2.1.0, a
low-privileged user can create a special web page. If an authenticated
portal admin visits this page, the page can silently send a request to
assign new roles for that user without any confirmation from the Portal
admin. Cookie SameSite strategy was set to Lax in version 2.1.0. As a
workaround, avoid visiting unknown source pages.

CVE-2023-25569 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: ) apolloconfig - apollo version = < 2.1.0

CVSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ HIGH [ NONE |
CVE References

Description Tags Link

config cookie same site to lax ) MmisC
: github.com/apolloconfig/apollo/commit/00d968a7229f809b0d8ed0532e8c01a6¢c2b7ci
apolloconfig/apollo@00d968a

- GitHub

config cookie same site to lax ) MISC github.com/apolloconfig/apollo/pull/4664
by nobodyiam - Pull Request

#4664 - apolloconfig/apollo -

GitHub



https://cve.report/
https://cve.report/CVE-2023-25569/mitre
https://cve.report/CVE-2023-25569/nist
https://cve.report/CVE-2023-25569/cve_org
https://cve.report/CVE-2023-25569.pdf
http://cve.report/software/apolloconfig/apollo
http://cve.report/vendor/apolloconfig
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/apolloconfig/apollo/commit/00d968a7229f809b0d8ed0532e8c01a6c2b7c750
https://github.com/apolloconfig/apollo/pull/4664

Apollo (0 MISC www.apolloconfig.com/#/en/usage/apollo-user-guide?id=_71-security-relate:

Potential csrf issue in apollo-  [ETTEEETN ) MISC github.com/apolloconfig/apollo/security/advisories/ GHSA-fmxqg-v8mg-qh25
portal - Advisory - text/html
apolloconfig/apollo - GitHub

Release Apollo 2.1.0 Release [N ) MISC github.com/apolloconfig/apollo/releases/tag/v2.1.0
- apolloconfig/apollo - GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

< |

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apolloconfig Apollo All All All All

dkak kR kLR Kk,

cpe:2.3:a:apolloconfig:apollo:*:*:*:*:*:*:*::

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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