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Summary

CVE CVE-2023-25718

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-13 20:15:00 UTC

Updated 2023-11-07 04:09:00 UTC

Description ** DISPUTED ** In ConnectWise Control through 22.9.10032 (formerly known as ScreenConnect), after an executable file is signed, additional instructions can be added without invalidating the signature, such as instructions that result in offering the end user a (different) attacker-controlled executable file. It is plausible that the end user may allow the download and execution of this file to proceed. There are ConnectWise Control configuration options that add mitigations. NOTE: this may overlap CVE-2023-25719. NOTE: the vendor's position is that this purported vulnerability represents a "fundamental lack of understanding of Authenticode code signing behavior."

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Connectwise Control All All All All

References

Reference

Proof Of Concept: Connectwise Control Screenconnect Signed Executable to Arbitrary Code Execution via ARP Poisoning / DNS Hijacking / Unsanitized Client Parameters or Host Headers with CVE-2020-3147 (Cisco Sx / SMB Series Switches) - CYBIR - Cyber Security, Incident Response, & Digital Forensics

Clearing the Air: Overblown Claims of Vulnerabilities, Exploits & Severity

The Importance of Responsible Security Disclosures

MSP Technology | IT Management Software | ConnectWise

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

https://cve.report/
https://cve.report/CVE-2023-25718/mitre
https://cve.report/CVE-2023-25718/nist
https://cve.report/CVE-2023-25718/cve_org
https://cve.report/api/cve/CVE-2023-25718.json
https://cve.report/CVE-2023-25718.pdf
http://cve.report/vendor/connectwise
http://cve.report/software/connectwise/control
https://cybir.com/2022/cve/connectwise-control-dns-spoofing-poc/
https://www.huntress.com/blog/clearing-the-air-overblown-claims-of-vulnerabilities-exploits-severity
https://www.connectwise.com/blog/cybersecurity/the-importance-of-responsible-security-disclosures
https://www.connectwise.com
https://www.cve.org/CVERecord?id=CVE-2023-25718
https://nvd.nist.gov/vuln/detail/CVE-2023-25718
https://cve.report/


this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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