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Summary

CVE CVE-2023-25734

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-02 17:15:00 UTC

Updated 2023-06-08 15:57:00 UTC

Description After downloading a Windows <code>.url</code> shortcut from the local filesystem, an attacker could supply a remote path that would lead to unexpected network requests from the operating system. This also had the potential to leak NTLM credentials to the resource.<br>*This bug only affects Firefox on Windows. Other operating systems are unaffected.*. This vulnerability affects Firefox < 110, Thunderbird < 102.8, and Firefox ESR < 102.8.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Thunderbird All All All All

References

Reference Source Link Tags

Access Denied MISC bugzilla.mozilla.org

Security Vulnerabilities fixed in Firefox 110 — Mozilla MISC www.mozilla.org

1784451 - URL files on windows should be flagged as potentially malicious MISC bugzilla.mozilla.org

Access Denied MISC bugzilla.mozilla.org

Access Denied MISC bugzilla.mozilla.org

Security Vulnerabilities fixed in Firefox ESR 102.8 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Thunderbird 102.8 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://www.mozilla.org/security/advisories/mfsa2023-05/
https://bugzilla.mozilla.org/show_bug.cgi?id=1784451
https://bugzilla.mozilla.org/show_bug.cgi?id=1812338
https://bugzilla.mozilla.org/show_bug.cgi?id=1810143
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

354801 Amazon Linux Security Advisory for thunderbird : ALAS2-2023-1983

356258 Amazon Linux Security Advisory for firefox : ALASFIREFOX-2023-007

356471 Amazon Linux Security Advisory for firefox : ALAS2FIREFOX-2023-007

377975 Mozilla Firefox Multiple Vulnerabilities (MFSA2023-05)

377976 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2023-06)

377993 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2023-07)

503455 Alpine Linux Security Update for firefox-esr

506063 Alpine Linux Security Update for firefox-esr

710735 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202305-36)

710739 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202305-35)

753724 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0461-1)

753729 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0466-1)

753731 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0469-1)

754204 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0469-1)
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