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CVE CVE-2023-25825
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-02-25 01:15:00 UTC
Updated 2023-11-07 04:09:00 UTC
Description ZoneMinder is a free, open source Closed-circuit television software application for Linux which supports IP, USB and Anal:

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoneminder Zoneminder All All All All

References

Reference Source
XSS/JS-RCE in log viewing - Advisory - ZoneMinder/zoneminder - GitHub MISC

Escape <> in log messages to prevent html shenanigans. Fixes #3596 - ZoneMinder/zoneminder@e1028c1 - GitHub  MISC

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Add object-src CSP directive - ZoneMinder/zoneminder@4637eaf - GitHub MISC
Correct the syntax of the CSP - ZoneMinder/zoneminder@57bf25d - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link

github.cc
github.cc
github.cc
github.cc
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nvd.nist.¢

184215 Debian Security Update for zoneminder (CVE-2023-25825)
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https://github.com/ZoneMinder/zoneminder/commit/e1028c1d7f23cc1e0941b7b37bb6ae5a04364308
https://github.com/ZoneMinder/zoneminder/commit/4637eaf9ea530193e0897ec48899f5638bdd6d81
https://github.com/ZoneMinder/zoneminder/commit/57bf25d39f12d620693f26068b8441b4f3f0b6c0
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