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Summary

CVE CVE-2023-25826

State PUBLIC

Assigner disclosure@synopsys.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-03 19:15:00 UTC

Updated 2023-09-08 23:15:00 UTC

Description Due to insufficient validation of parameters passed to the legacy HTTP query API, it is possible to inject crafted OS commands into multiple parameters and execute malicious code on the OpenTSDB host system. This exploit exists due to an incomplete fix that was made when this vulnerability was previously disclosed as CVE-2020-35476. Regex validation that was implemented to restrict allowed input to the query API does not work as intended, allowing crafted commands to bypass validation.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opentsdb Opentsdb All All All All

References

Reference Source Link Tags

Improved fix for #2261. by manolama · Pull Request #2275 · OpenTSDB/opentsdb · GitHub MISC github.com

CyRC Vulnerability Advisory: CVE-2023-25826 and CVE-2023-25827 in OpenTSDB | Synopsys MISC www.synopsys.com

OpenTSDB 2.4.1 Unauthenticated Command Injection ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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