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Summary

CVE CVE-2023-2596

State PUBLISHED

Assigner VulDB

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-09 13:15:18 UTC

Updated 2026-04-14 21:32:01 UTC

Description A vulnerability was found in SourceCodester Online Reviewer System 1.0 and classified as critical. Affected by this issue is some unknown functionality of the file /reviewer/system/system/admins/manage/users/user-update.php of the component GET Parameter Handler. The manipulation of the argument user_id leads to sql injection. The attack may be launched remotely. The exploit has been disclosed to the public and may be used. VDB-228398 is the identifier assigned to this vulnerability.

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000980000 probability, percentile 0.269560000 (date 2026-04-15)

Problem Types: CWE-89 | CWE-89 CWE-89 SQL Injection

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 cna@vuldb.com Secondary 6.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

3.1 CNA DECLARED 6.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

3.0 CNA DECLARED 6.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

2.0 cna@vuldb.com Secondary 6.5 AV:N/AC:L/Au:S/C:P/I:P/A:P

2.0 CNA DECLARED 6.5 AV:N/AC:L/Au:S/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

https://cve.report/
https://cve.report/CVE-2023-2596/mitre
https://cve.report/CVE-2023-2596/nist
https://cve.report/CVE-2023-2596/cve_org
https://cve.report/api/cve/CVE-2023-2596.json
https://cve.report/CVE-2023-2596.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.0 Breakdown

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

CVSS v2.0 Breakdown

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

Low

Availability

Low

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

Partial

Integrity

Partial

Availability

Partial



AV:N/AC:L/Au:S/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Janobe Online Reviewer System 1.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA SourceCodester Online Reviewer System affected 1.0 Not specified

References

Reference Source

Login required af854a3a-2127-422b-91ae-364da2661108

bug_report/SQLi-1.md at main · rick13795/bug_report · GitHub af854a3a-2127-422b-91ae-364da2661108

CVE-2023-2596: SourceCodester Online Reviewer System GET Parameter user-update.php sql injection af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

CNA: waibi8Bu (VulDB User) (en)

Additional Advisory Data

Source Time Event

CNA 2023-05-09T00:00:00.000Z Advisory disclosed

CNA 2023-05-09T00:00:00.000Z CVE reserved

CNA 2023-05-09T02:00:00.000Z VulDB entry created

CNA 2023-06-01T08:11:50.000Z VulDB entry last update

There are currently no legacy QID mappings associated with this CVE.
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Partial

http://cve.report/vendor/janobe
http://cve.report/software/janobe/online_reviewer_system
http://cve.report/vendor/SourceCodester
http://cve.report/software/SourceCodester/Online_Reviewer_System
https://vuldb.com/?ctiid.228398
https://github.com/rick13795/bug_report/blob/main/SQLi-1.md
https://vuldb.com/?id.228398
https://www.cve.org/CVERecord?id=CVE-2023-2596
https://nvd.nist.gov/vuln/detail/CVE-2023-2596
https://cve.report/
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