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Summary

CVE CVE-2023-2597

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-22 12:15:00 UTC

Updated 2023-05-30 21:32:00 UTC

Description In Eclipse Openj9 before version 0.38.0, in the implementation of the shared cache (which is enabled by default in OpenJ9 builds) the size of a string is not properly checked against the size of the buffer.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Openj9 All All All All

References

Reference Source Link

Add check for string length in getCachedUTFString() by pshipton · Pull Request #17259 · eclipse-openj9/openj9 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20378 IBM DB2 Multiple Vulnerabilities (7047556)

330141 IBM AIX Java Multiple Vulnerabilities (java_jul2023_advisory)

379452 IBM Cognos Analytics Multiple Vulnerabilities (7123154)

754081 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2023:2476-1)

754093 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2023:2491-1)
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