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Summary

CVE CVE-2023-26047

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-03 23:15:00 UTC

Updated 2023-03-10 15:03:00 UTC

Description teler-waf is a Go HTTP middleware that provides teler IDS functionality to protect against web-based attacks. In teler-waf prior to version v0.2.0 is vulnerable to a bypass attack when a specific case-sensitive hex entities payload with special characters such as CR/LF and horizontal tab is used. This vulnerability allows an attacker to execute arbitrary JavaScript code on the victim's browser and compromise the security of the web application. An attacker can exploit this vulnerability to bypass common web attack threat rules in teler-waf and launch cross-site scripting (XSS) attacks. The attacker can execute arbitrary JavaScript code on the victim's browser and steal sensitive information, such as login credentials and session tokens, or take control of the victim's browser and perform malicious actions. This issue has been patched in version 0.2.0.

Risk And Classification

Problem Types: CWE-79 | CWE-692 | CWE-80

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kitabisa Teler-waf All All All All

References

Reference

Bypass of IE Octal/Hex/Unicode Entities Detection in Common Web Attack Threat Rule with Case-Sensitive Entities Payload and Special Characters · Advisory · kitabisa/teler-waf · GitHub

Release v0.2.0 · kitabisa/teler-waf · GitHub

feat: Added case-insensitivity detects the IE octal/hex/unicode entities · dwisiswant0/cwa-filter-rules@d818d16 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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