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CVE CVE-2023-26048
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2023-04-18 21:15:00 UTC

Updated 2023-09-30 15:15:00 UTC

Description Jetty is a java based web server and servlet engine. In affected versions servlets with multipart support (e.g. annotated with
) I i

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Eclipse Jetty All All

Edition Language

All All

References

Reference

April 2023 Eclipse Jetty Vulnerabilities in NetApp Products | NetApp Product Security
servlet/servlet-spec-body.adoc at 6.0.0 - jakartaee/servlet - GitHub

multipart cleanups jetty 9 by lachlan-roberts - Pull Request #9345 - eclipse/jetty.project - GitHub
[SECURITY] [DLA 3592-1] jetty9 security update

Clean up multipart - Issue #9076 - eclipse/jetty.project - GitHub

Cleanup Multipart handling by lachlan-roberts - Pull Request #9344 - eclipse/jetty.project - GitHub
Debian -- Security Information -- DSA-5507-1 jetty9

CVE Program record

NVD vulnerability detail
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Source

OutOfMemoryError for large multipart without filename read via request.getParameter() - Advisory - eclipse/jetty.project - GitHub ~ MISC
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

242565 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 7 (RHSA-2023:7637)
6000122 Debian Security Update for jetty9 (DLA 3592-1)
6000216 Debian Security Update for jetty9 (DSA 5507-1)

754107 SUSE Enterprise Linux Security Update for jetty-minimal (SUSE-SU-2023:2539-1)
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