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Summary

CVE CVE-2023-26051

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-02 19:15:00 UTC

Updated 2023-11-07 04:09:00 UTC

Description Saleor is a headless, GraphQL commerce platform delivering personalized shopping experiences. Some internal Python exceptions are not handled properly and thus are returned in API as error messages. Some messages might contain sensitive information like user email address in staff-authenticated requests.

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Saleor Saleor All All All All

References

Reference Source

Release 3.10.14 · saleor/saleor · GitHub MISC

Merge pull request from GHSA-r8qr-wwg3-2r85 · saleor/saleor@31bce88 · GitHub MISC

Release 3.1.48 · saleor/saleor · GitHub MISC

Staff-Authenticated Error Message Information Disclosure Vulnerability via Python Exceptions · Advisory · saleor/saleor · GitHub MISC

Release 3.11.12 · saleor/saleor · GitHub MISC

Release 3.9.27 · saleor/saleor · GitHub MISC

Release 3.7.59 · saleor/saleor · GitHub MISC

Release 3.8.30 · saleor/saleor · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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