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Summary

CVE CVE-2023-26053

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-02 04:15:00 UTC

Updated 2023-04-13 17:15:00 UTC

Description Gradle is a build tool with a focus on build automation and support for multi-language development. This is a collision attack on long IDs (64bits) for PGP keys. Users of dependency verification in Gradle are vulnerable if they use long IDs for PGP keys in a `trusted-key` or `pgp` element in their dependency verification metadata file. The fix is to fail dependency verification if anything but a fingerprint is used in a trust element in dependency verification metadata. The problem is fixed in Gradle 8.0 and above. The problem is also patched in Gradle 6.9.4 and 7.6.1. As a workaround, use only full fingerprint IDs for `trusted-key` or `pgp` element in the metadata is a protection against this issue.

Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gradle Gradle All All All All

References

Reference Source

Merge pull request #23946 Trusted GPG-key should only accept 160-bit … · gradle/gradle@bf3cc0f · GitHub MISC

Dependency verification: Usage of long IDs for PGP keys is unsafe and is subject to collision attacks · Advisory · gradle/gradle · GitHub MISC

CVE-2023-26053 Gradle Vulnerability in NetApp Products | NetApp Product Security MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502865 Alpine Linux Security Update for gradle

505746 Alpine Linux Security Update for gradle
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