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Summary

CVE CVE-2023-26064

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-10 20:15:00 UTC

Updated 2023-05-08 19:49:00 UTC

Description Certain Lexmark devices through 2023-02-19 have an Out-of-bounds Write.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lexmark 6500e - All All All

Hardware Lexmark B2236 - All All All

Hardware Lexmark B2338 - All All All

Hardware Lexmark B2442 - All All All

Hardware Lexmark B2546 - All All All

Hardware Lexmark B2650 - All All All

Hardware Lexmark B2865 - All All All

Hardware Lexmark B3340 - All All All

Hardware Lexmark B3442 - All All All

Hardware Lexmark C2132 - All All All

Hardware Lexmark C2240 - All All All

Hardware Lexmark C2325 - All All All

Hardware Lexmark C2326 - All All All

Hardware Lexmark C2425 - All All All

Hardware Lexmark C2535 - All All All

Hardware Lexmark C3224 - All All All

Hardware Lexmark C3326 - All All All
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Hardware Lexmark C3426 - All All All

Hardware Lexmark C734 - All All All

Hardware Lexmark C736 - All All All

Hardware Lexmark C746 - All All All

Hardware Lexmark C748 - All All All

Hardware Lexmark C792 - All All All

Hardware Lexmark C925 - All All All

Hardware Lexmark C950 - All All All

Hardware Lexmark Cs310 - All All All

Hardware Lexmark Cs317 - All All All

Hardware Lexmark Cs331 - All All All

Hardware Lexmark Cs410 - All All All

Hardware Lexmark Cs417 - All All All

Hardware Lexmark Cs421 - All All All

Hardware Lexmark Cs431 - All All All

Hardware Lexmark Cs439 - All All All

Hardware Lexmark Cs510 - All All All

Hardware Lexmark Cs517 - All All All

Hardware Lexmark Cs521 - All All All

Hardware Lexmark Cs622 - All All All

Hardware Lexmark Cs748 - All All All

Hardware Lexmark Cs796 - All All All

Hardware Lexmark Cs943 - All All All

Operating System Lexmark Cslbl Firmware All All All All

Operating System Lexmark Cslbn Firmware All All All All

Operating System Lexmark Csnzj Firmware All All All All

Operating System Lexmark Cstpc Firmware All All All All

Operating System Lexmark Cstzj Firmware All All All All

Hardware Lexmark Cx310 - All All All

Hardware Lexmark Cx317 - All All All

Hardware Lexmark Cx410 - All All All

Hardware Lexmark Cx417 - All All All

Hardware Lexmark Cx421 - All All All

Hardware Lexmark Cx431 - All All All

Hardware Lexmark Cx510 - All All All

Hardware Lexmark Cx517 - All All All
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Hardware Lexmark Cx517 - All All All

Hardware Lexmark Cx522 - All All All

Hardware Lexmark Cx622 - All All All

Hardware Lexmark Cx625 - All All All

Hardware Lexmark Cx730 - All All All

Hardware Lexmark Cx735 - All All All

Hardware Lexmark Cx930 - All All All

Hardware Lexmark Cx931 - All All All

Hardware Lexmark Cx942 - All All All

Hardware Lexmark Cx943 - All All All

Hardware Lexmark Cx944 - All All All

Operating System Lexmark Cxlbl Firmware All All All All

Operating System Lexmark Cxlbn Firmware All All All All

Operating System Lexmark Cxtmm Firmware All All All All

Operating System Lexmark Cxtpc Firmware All All All All

Operating System Lexmark Cxtzj Firmware All All All All

Hardware Lexmark E46x - All All All

Operating System Lexmark Lhs60 Firmware All All All All

Operating System Lexmark Lp Firmware All All All All

Operating System Lexmark Lr Firmware All All All All

Operating System Lexmark Lw80 Firmware All All All All

Hardware Lexmark M1242 - All All All

Hardware Lexmark M1246 - All All All

Hardware Lexmark M1342 - All All All

Hardware Lexmark M3250 - All All All

Hardware Lexmark M5155 - All All All

Hardware Lexmark M5163de - All All All

Hardware Lexmark M5163dn - All All All

Hardware Lexmark M5170 - All All All

Hardware Lexmark M5255 - All All All

Hardware Lexmark M5270 - All All All

Hardware Lexmark Mb2236 - All All All

Hardware Lexmark Mb2338 - All All All

Hardware Lexmark Mb2442 - All All All

Hardware Lexmark Mb2546 - All All All

Hardware Lexmark Mb2650 - All All All
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Hardware Lexmark Mb2770 - All All All

Hardware Lexmark Mb3442 - All All All

Hardware Lexmark Mc232 - All All All

Hardware Lexmark Mc2425 - All All All

Hardware Lexmark Mc2535 - All All All

Hardware Lexmark Mc2640 - All All All

Hardware Lexmark Mc3224 - All All All

Hardware Lexmark Mc3326 - All All All

Hardware Lexmark Mc3426 - All All All

Hardware Lexmark Ms321 - All All All

Hardware Lexmark Ms331 - All All All

Hardware Lexmark Ms421 - All All All

Hardware Lexmark Ms431 - All All All

Hardware Lexmark Ms439 - All All All

Hardware Lexmark Ms521 - All All All

Hardware Lexmark Ms621 - All All All

Hardware Lexmark Ms622 - All All All

Hardware Lexmark Ms710 - All All All

Hardware Lexmark Ms711 - All All All

Hardware Lexmark Ms725 - All All All

Hardware Lexmark Ms810de - All All All

Hardware Lexmark Ms810dn - All All All

Hardware Lexmark Ms811 - All All All

Hardware Lexmark Ms812de - All All All

Hardware Lexmark Ms812dn - All All All

Hardware Lexmark Ms817 - All All All

Hardware Lexmark Ms818 - All All All

Hardware Lexmark Ms821 - All All All

Hardware Lexmark Ms822 - All All All

Hardware Lexmark Ms823 - All All All

Hardware Lexmark Ms825 - All All All

Hardware Lexmark Ms826 - All All All

Hardware Lexmark Ms911 - All All All

Operating System Lexmark Mslbd Firmware All All All All

Operating System Lexmark Mslsg Firmware All All All All
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Operating System Lexmark Msngm Firmware All All All All

Operating System Lexmark Msngw Firmware All All All All

Operating System Lexmark Mstgw Firmware All All All All

Hardware Lexmark Mx321 - All All All

Hardware Lexmark Mx331 - All All All

Hardware Lexmark Mx421 - All All All

Hardware Lexmark Mx431 - All All All

Hardware Lexmark Mx432 - All All All

Hardware Lexmark Mx521 - All All All

Hardware Lexmark Mx522 - All All All

Hardware Lexmark Mx610 - All All All

Hardware Lexmark Mx611 - All All All

Hardware Lexmark Mx617 - All All All

Hardware Lexmark Mx622 - All All All

Hardware Lexmark Mx6500e - All All All

Hardware Lexmark Mx710 - All All All

Hardware Lexmark Mx711 - All All All

Hardware Lexmark Mx717 - All All All

Hardware Lexmark Mx718 - All All All

Hardware Lexmark Mx721 - All All All

Hardware Lexmark Mx722 - All All All

Hardware Lexmark Mx725 - All All All

Hardware Lexmark Mx810 - All All All

Hardware Lexmark Mx811 - All All All

Hardware Lexmark Mx812 - All All All

Hardware Lexmark Mx822 - All All All

Hardware Lexmark Mx826 - All All All

Hardware Lexmark Mx910 - All All All

Hardware Lexmark Mx911 - All All All

Hardware Lexmark Mx912 - All All All

Hardware Lexmark Mx931 - All All All

Operating System Lexmark Mxlbd Firmware All All All All

Operating System Lexmark Mxlsg Firmware All All All All

Operating System Lexmark Mxngm Firmware All All All All

Operating System Lexmark Mxtct Firmware All All All All

Operating System Lexmark Mxtgm Firmware All All All All
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Operating System Lexmark Mxtgm Firmware All All All All

Operating System Lexmark Mxtgw Firmware All All All All

Operating System Lexmark Mxtpm Firmware All All All All

Hardware Lexmark T65x - All All All

Hardware Lexmark W850 - All All All

Hardware Lexmark X46x - All All All

Hardware Lexmark X548 - All All All

Hardware Lexmark X65x - All All All

Hardware Lexmark X73x - All All All

Hardware Lexmark X746 - All All All

Hardware Lexmark X748 - All All All

Hardware Lexmark X792 - All All All

Hardware Lexmark X86x - All All All

Hardware Lexmark X925 - All All All

Hardware Lexmark X950 - All All All

Hardware Lexmark X952 - All All All

Hardware Lexmark X954 - All All All

Hardware Lexmark Xc2130 - All All All

Hardware Lexmark Xc2132 - All All All

Hardware Lexmark Xc2235 - All All All

Hardware Lexmark Xc2326 - All All All

Hardware Lexmark Xc4240 - All All All

Hardware Lexmark Xc4342 - All All All

Hardware Lexmark Xc4352 - All All All

Hardware Lexmark Xc9325 - All All All

Hardware Lexmark Xc9335 - All All All

Hardware Lexmark Xc9445 - All All All

Hardware Lexmark Xc9455 - All All All

Hardware Lexmark Xc9465 - All All All

Hardware Lexmark Xm1242 - All All All

Hardware Lexmark Xm1246 - All All All

Hardware Lexmark Xm1342 - All All All

Hardware Lexmark Xm3142 - All All All

Hardware Lexmark Xm3150 - All All All

Hardware Lexmark Xm3250 - All All All

Hardware Lexmark Xm5163 - All All All
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Hardware Lexmark Xm5170 - All All All

Hardware Lexmark Xm5263 - All All All

Hardware Lexmark Xm5270 - All All All

Hardware Lexmark Xm5365 - All All All

Hardware Lexmark Xm5370 - All All All

Hardware Lexmark Xm7155 - All All All

Hardware Lexmark Xm7163 - All All All

Hardware Lexmark Xm7170 - All All All

Hardware Lexmark Xm7263 - All All All

Hardware Lexmark Xm7270 - All All All

Hardware Lexmark Xm7355 - All All All

Hardware Lexmark Xm7370 - All All All

Hardware Lexmark Xm9145 - All All All

Hardware Lexmark Xm9155 - All All All

Hardware Lexmark Xm9165 - All All All

Hardware Lexmark Xs548 - All All All

Hardware Lexmark Xs748 - All All All

Hardware Lexmark Xs795 - All All All

Hardware Lexmark Xs796 - All All All

Hardware Lexmark Xs798 - All All All

Hardware Lexmark Xs925 - All All All

Hardware Lexmark Xs950 - All All All

Hardware Lexmark Xs955 - All All All
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There are currently no legacy QID mappings associated with this CVE.
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