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Summary

CVE CVE-2023-26115

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-22 05:15:00 UTC

Updated 2023-11-07 04:09:00 UTC

Description All versions of the package word-wrap are vulnerable to Regular Expression Denial of Service (ReDoS) due to the usage of an insecure regular expression within the result variable.

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Word-wrap Project Word-wrap All All All All

References

Reference Source Link Tags

Regular Expression Denial of Service (ReDoS) in word-wrap | CVE-2023-26115 | Snyk MISC security.snyk.io

Release 1.2.4 · jonschlinkert/word-wrap · GitHub MISC github.com

Regular Expression Denial of Service (ReDoS) in org.webjars.npm:word-wrap | CVE-2023-26115 | Snyk MISC security.snyk.io

github.com/jonschlinkert/word-wrap/blob/master/index.js%23L39 MISC github.com

word-wrap/index.js at master · jonschlinkert/word-wrap · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

285310 Fedora Security Update for magicmirror (FEDORA-2023-3a06c965b4)

379452 IBM Cognos Analytics Multiple Vulnerabilities (7123154)

https://cve.report/
https://cve.report/CVE-2023-26115/mitre
https://cve.report/CVE-2023-26115/nist
https://cve.report/CVE-2023-26115/cve_org
https://cve.report/CVE-2023-26115.pdf
http://cve.report/vendor/word-wrap_project
http://cve.report/software/word-wrap_project/word-wrap
https://security.snyk.io/vuln/SNYK-JS-WORDWRAP-3149973
https://github.com/jonschlinkert/word-wrap/releases/tag/1.2.4
https://security.snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-4058657
https://github.com/jonschlinkert/word-wrap/blob/master/index.js%2523L39
https://github.com/jonschlinkert/word-wrap/blob/master/index.js#L39
https://www.cve.org/CVERecord?id=CVE-2023-26115
https://nvd.nist.gov/vuln/detail/CVE-2023-26115
http://cve.report/qid/285310
http://cve.report/qid/379452
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