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Summary

CVE CVE-2023-26117

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-30 05:15:00 UTC

Updated 2023-11-07 04:09:00 UTC

Description Versions of the package angular from 1.0.0 are vulnerable to Regular Expression Denial of Service (ReDoS) via the $resource service due to the usage of an insecure regular expression. Exploiting this vulnerability is possible by a large carefully-crafted input, which can result in catastrophic backtracking.

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Angularjs Angular All All All All

Operating System Fedoraproject Fedora 38 All All All

References

Reference Source Link

AngularJS vulnerability: `$resource` trailing slashes ReDoS - StackBlitz MISC stackblitz.com

Regular Expression Denial of Service (ReDoS) in org.webjars.bowergithub.angular:angular | CVE-2023-26117 | Snyk MISC security.snyk.io

[SECURITY] Fedora 39 Update: icecat-115.3.1-7.rh2.fc39 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

Regular Expression Denial of Service (ReDoS) in org.webjars.npm:angular | CVE-2023-26117 | Snyk MISC security.snyk.io

Regular Expression Denial of Service (ReDoS) in angular | CVE-2023-26117 | Snyk MISC security.snyk.io

[SECURITY] Fedora 38 Update: icecat-115.3.1-7.rh2.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

Regular Expression Denial of Service (ReDoS) in org.webjars.bower:angular | CVE-2023-26117 | Snyk MISC security.snyk.io

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

284638 Fedora Security Update for icecat (FEDORA-2023-7342330743)

285216 Fedora Security Update for icecat (FEDORA-2023-035866b576)
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