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CVE CVE-2023-26144
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-20 05:15:00 UTC
Updated 2023-11-07 04:09:00 UTC
Description Versions of the package graphqgl from 16.3.0 and before 16.8.1 are vulnerable to Denial of Service (DoS) due to insufficient
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Graphql Graphql All All All All

Application Graphal Graphql 17.0.0 alphat All All

Application Graphql Graphql 17.0.0 alpha2 All All

Reference Source |
Resource exhaustion exploit when parsing queries - Issue #3955 - graphql/graphql-js - GitHub MISC (
Denial of Service (DoS) in graphql | CVE-2023-26144 | Snyk MISC ‘
Release v16.8.1 - graphgl/graphql-js - GitHub MISC (

Release 16.8.1 to address resource exhaustion vulnerability by AaronMoat - Pull Request #3972 - graphqgl/graphqgl-js - GitHub ~ MISC (

OverlappingFieldsCanBeMergedRule: Fix performance degradation (#3958) - graphqgl/graphgl-js@f94b511 - GitHub MISC (
CVE Program record CVE.ORG
NVD vulnerability detail NVD I
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-26144/mitre
https://cve.report/CVE-2023-26144/nist
https://cve.report/CVE-2023-26144/cve_org
https://cve.report/api/cve/CVE-2023-26144.json
https://cve.report/CVE-2023-26144.pdf
http://cve.report/vendor/graphql
http://cve.report/software/graphql/graphql
http://cve.report/vendor/graphql
http://cve.report/software/graphql/graphql
http://cve.report/vendor/graphql
http://cve.report/software/graphql/graphql
https://github.com/graphql/graphql-js/issues/3955
https://security.snyk.io/vuln/SNYK-JS-GRAPHQL-5905181
https://github.com/graphql/graphql-js/releases/tag/v16.8.1
https://github.com/graphql/graphql-js/pull/3972
https://github.com/graphql/graphql-js/commit/f94b511386c7e47bd0380dcd56553dc063320226
https://www.cve.org/CVERecord?id=CVE-2023-26144
https://nvd.nist.gov/vuln/detail/CVE-2023-26144
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