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CVE CVE-2023-26151
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-10-03 05:15:00 UTC
Updated 2023-11-07 04:09:00 UTC
Description Versions of the package asyncua before 0.9.96 are vulnerable to Denial of Service (DoS) such that an attacker can send a

1|

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Freeopcua Opcua-asyncio All All All

Language

All

References

Reference Source
Release v0.9.96 - FreeOpcUa/opcua-asyncio - GitHub MISC

server handle malformed packets by oroulet - Pull Request #1039 - FreeOpcUa/opcua-asyncio - GitHub ~ MISC

DoS asyncua Server - GitHub MISC
Denial of Service (DoS) in asyncua | CVE-2023-26151 | Snyk MISC
Denial of Service - Issue #1013 - FreeOpcUa/opcua-asyncio - GitHub MISC
server handle malformed packets - FreeOpcUa/opcua-asyncio@f6603da - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link
github.com
github.com
gist.github.com
security.snyk.io
github.com
github.com
WWWw.cve.org

nvd.nist.gov

Tag:

canc

canc

AR R AR AR

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

&m“ﬂ,

995510 Python (Pip) Security Update for asyncua (GHSA-gfvg-mxw3-mfg3)
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https://github.com/FreeOpcUa/opcua-asyncio/pull/1039
https://gist.github.com/artfire52/1540b234350795e0ecb4d672608dbec8
https://security.snyk.io/vuln/SNYK-PYTHON-ASYNCUA-5673709
https://github.com/FreeOpcUa/opcua-asyncio/issues/1013
https://github.com/FreeOpcUa/opcua-asyncio/commit/f6603daa34a93a658f0e176cb0b9ee5a6643b262
https://www.cve.org/CVERecord?id=CVE-2023-26151
https://nvd.nist.gov/vuln/detail/CVE-2023-26151
http://cve.report/qid/995510
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