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Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new

1|

Problem Types: CWE-331

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Pubnub C-core All
Application Pubnub Kotlin All
Application Pubnub Pubnub All
Application Pubnub Pubnub All
Application Pubnub Swift All

Update

All

All

All

All

All

Edition

All

All

All

All

All

Language
All
All
All
All

All

References

Reference
security.snyk.io/vuln/SNYK-GOLANG-GITHUBCOMPUBNUBGO-6098373
gist.github.com/vargad/20237094fce7a0a28f0723d7ce395bb0
security.snyk.io/vuln/SNYK-DOTNET-PUBNUB-6098372
security.snyk.io/vuln/SNYK-GOLANG-GITHUBCOMPUBNUBGOV7-6098374
security.snyk.io/vuln/SNYK-JAVA-COMPUBNUB-6098380
security.snyk.io/vuln/SNYK-COCOAPODS-PUBNUB-6098384
github.com/pubnub/javascript/blob/master/src/crypto/modules/web.js%23L70

security.snyk.io/vuln/SNYK-RUBY-PUBNUB-6098377

github.com/pubnub/javascript/commit/fb6cd0417cbb4ba87ea2d5d86a9c94774447 ...

Source

Link
security.snyk.io
gist.github.com
security.snyk.io
security.snyk.io
security.snyk.io
security.snyk.io
github.com
security.snyk.io

github.com
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https://cve.report/api/cve/CVE-2023-26154.json
https://cve.report/CVE-2023-26154.pdf
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http://cve.report/software/pubnub/c-core
http://cve.report/vendor/pubnub
http://cve.report/software/pubnub/kotlin
http://cve.report/vendor/pubnub
http://cve.report/software/pubnub/pubnub
http://cve.report/vendor/pubnub
http://cve.report/software/pubnub/pubnub
http://cve.report/vendor/pubnub
http://cve.report/software/pubnub/swift
https://security.snyk.io/vuln/SNYK-GOLANG-GITHUBCOMPUBNUBGO-6098373
https://gist.github.com/vargad/20237094fce7a0a28f0723d7ce395bb0
https://security.snyk.io/vuln/SNYK-DOTNET-PUBNUB-6098372
https://security.snyk.io/vuln/SNYK-GOLANG-GITHUBCOMPUBNUBGOV7-6098374
https://security.snyk.io/vuln/SNYK-JAVA-COMPUBNUB-6098380
https://security.snyk.io/vuln/SNYK-COCOAPODS-PUBNUB-6098384
https://github.com/pubnub/javascript/blob/master/src/crypto/modules/web.js%2523L70
https://security.snyk.io/vuln/SNYK-RUBY-PUBNUB-6098377
https://github.com/pubnub/javascript/commit/fb6cd0417cbb4ba87ea2d5d86a9c94774447e119

security.snyk.io/vuln/SNYK-PYTHON-PUBNUB-6098375 security.snyk.io

security.snyk.io/vuln/SNYK-JAVA-COMPUBNUB-6098371 security.snyk.io
security.snyk.io/vuln/SNYK-RUST-PUBNUB-6098378 security.snyk.io
security.snyk.io/vuln/SNYK-PHP-PUBNUBPUBNUB-6098376 security.snyk.io
security.snyk.io/vuln/SNYK-SWIFT-PUBNUBSWIFT-6098381 security.snyk.io
security.snyk.io/vuln/SNYK-JS-PUBNUB-5840690 security.snyk.io
security.snyk.io/vuln/SNYK-UNMANAGED-PUBNUBCCORE-6098379 security.snyk.io
security.snyk.io/vuln/SNYK-PUB-PUBNUB-6098385 security.snyk.io

:https://github.com/pubnub/javascript/blob/master/src/crypto/modules/web.js%23L70 MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996142 PHP (Composer) Security Update for Pubnub (GHSA-5844-g3fc-56rh)
996151 GO (Go) Security Update for Pubnub (GHSA-5844-q3fc-56rh)

996163 Java (Maven) Security Update for Pubnub (GHSA-5844-q3fc-56rh)

996173 Nodeds (Npm) Security Update for Pubnub (GHSA-5844-q3fc-56rh)

996179 DotNet (Nuget) Security Update for Pubnub (GHSA-5844-qg3fc-56rh)

996183 Python (Pip) Security Update for Pubnub (GHSA-5844-qg3fc-56rh)

996190 Rubygems (Rubygems) Security Update for Pubnub (GHSA-5844-g3fc-56rh)

996220 Rust (Rust) Security Update for Pubnub (GHSA-5844-q3fc-56rh)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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