
CVE-2023-2626
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-2626

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-25 18:15:00 UTC

Updated 2023-08-02 15:48:00 UTC

Description There exists an authentication bypass vulnerability in OpenThread border router devices and implementations. This issue allows unauthenticated nodes to craft radio frames using “Key ID Mode 2”: a special mode using a static encryption key to bypass security checks, resulting in arbitrary IP packets being allowed on the Thread network. 

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Google Nest Hub - All All All

Operating System Google Nest Hub Firmware All All All All

Hardware Google Nest Hub Max - All All All

Operating System Google Nest Hub Max Firmware All All All All

Hardware Google Nest Wifi 6e - All All All

Operating System Google Nest Wifi 6e Firmware All All All All

Hardware Google Nest Wifi Point - All All All

Operating System Google Nest Wifi Point Firmware All All All All

Hardware Google Wifi - All All All

Operating System Google Wifi Firmware All All All All

References

Reference Source Link Tags

Nest Security Bulletin—June 2023 - Product Documentation Help MISC support.google.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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