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Summary

CVE CVE-2023-26300

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-18 19:15:00 UTC

Updated 2023-10-31 18:55:00 UTC

Description A potential security vulnerability has been identified in the system BIOS for certain HP PC products which might allow escalation of privilege. HP is releasing firmware updates to mitigate the potential vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 200 G4 22 All-in-one Pc Rom Family Ssid 86f0 - All All All

Operating System Hp 200 G4 22 All-in-one Pc Rom Family Ssid 86f0 Firmware All All All All

Hardware Hp 200 G4 22 All-in-one Pc Rom Family Ssid 86f2 - All All All

Operating System Hp 200 G4 22 All-in-one Pc Rom Family Ssid 86f2 Firmware All All All All

Hardware Hp 200 G4 22 All-in-one Pc Rom Family Ssid 86f3 - All All All

Operating System Hp 200 G4 22 All-in-one Pc Rom Family Ssid 86f3 Firmware All All All All

Hardware Hp 200 Pro G4 22 All-in-one Pc Rom Family Ssid 86f0 - All All All

Operating System Hp 200 Pro G4 22 All-in-one Pc Rom Family Ssid 86f0 Firmware All All All All

Hardware Hp 200 Pro G4 22 All-in-one Pc Rom Family Ssid 86f2 - All All All

Operating System Hp 200 Pro G4 22 All-in-one Pc Rom Family Ssid 86f2 Firmware All All All All

Hardware Hp 200 Pro G4 22 All-in-one Pc Rom Family Ssid 86f3 - All All All

Operating System Hp 200 Pro G4 22 All-in-one Pc Rom Family Ssid 86f3 Firmware All All All All

Hardware Hp 205 G4 22 All-in-one Pc Rom Family Ssid 86f0 - All All All

Operating System Hp 205 G4 22 All-in-one Pc Rom Family Ssid 86f0 Firmware All All All All

Hardware Hp 205 G4 22 All-in-one Pc Rom Family Ssid 86f2 - All All All

Operating System Hp 205 G4 22 All-in-one Pc Rom Family Ssid 86f2 Firmware All All All All

Hardware Hp 205 G4 22 All-in-one Pc Rom Family Ssid 86f3 - All All All
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Hardware Hp 205 G4 22 All-in-one Pc Rom Family Ssid 86f3 - All All All

Operating System Hp 205 G4 22 All-in-one Pc Rom Family Ssid 86f3 Firmware All All All All

Hardware Hp 205 G8 24 All-in-one Pc Rom Family Ssid 8923 - All All All

Operating System Hp 205 G8 24 All-in-one Pc Rom Family Ssid 8923 Firmware All All All All

Hardware Hp 205 G8 24 All-in-one Pc Rom Family Ssid 8924 - All All All

Operating System Hp 205 G8 24 All-in-one Pc Rom Family Ssid 8924 Firmware All All All All

Hardware Hp 205 Pro G4 22 All-in-one Pc Rom Family Ssid 86f0 - All All All

Operating System Hp 205 Pro G4 22 All-in-one Pc Rom Family Ssid 86f0 Firmware All All All All

Hardware Hp 205 Pro G4 22 All-in-one Pc Rom Family Ssid 86f2 - All All All

Operating System Hp 205 Pro G4 22 All-in-one Pc Rom Family Ssid 86f2 Firmware All All All All

Hardware Hp 205 Pro G4 22 All-in-one Pc Rom Family Ssid 86f3 - All All All

Operating System Hp 205 Pro G4 22 All-in-one Pc Rom Family Ssid 86f3 Firmware All All All All

Hardware Hp 205 Pro G8 24 All-in-one Pc Rom Family Ssid 8923 - All All All

Operating System Hp 205 Pro G8 24 All-in-one Pc Rom Family Ssid 8923 Firmware All All All All

Hardware Hp 205 Pro G8 24 All-in-one Pc Rom Family Ssid 8924 - All All All

Operating System Hp 205 Pro G8 24 All-in-one Pc Rom Family Ssid 8924 Firmware All All All All

Hardware Hp 240 G10 - All All All

Operating System Hp 240 G10 Firmware All All All All

Hardware Hp 240 G6 - All All All

Operating System Hp 240 G6 Firmware All All All All

Hardware Hp 240 G7 - All All All

Operating System Hp 240 G7 Firmware All All All All

Hardware Hp 240 G9 - All All All

Operating System Hp 240 G9 Firmware All All All All

Hardware Hp 245 - All All All

Operating System Hp 245 Firmware All All All All

Hardware Hp 245 G10 - All All All

Operating System Hp 245 G10 Firmware All All All All

Hardware Hp 245 G7 - All All All

Operating System Hp 245 G7 Firmware All All All All

Hardware Hp 245 G8 - All All All

Operating System Hp 245 G8 Firmware All All All All

Hardware Hp 245 G9 - All All All

Operating System Hp 245 G9 Firmware All All All All

Hardware Hp 246 G6 - All All All

Operating System Hp 246 G6 Firmware All All All All
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Hardware Hp 246 G7 - All All All

Operating System Hp 246 G7 Firmware All All All All

Hardware Hp 247 G8 - All All All

Operating System Hp 247 G8 Firmware All All All All

Hardware Hp 250 G10 - All All All

Operating System Hp 250 G10 Firmware All All All All

Hardware Hp 250 G6 - All All All

Operating System Hp 250 G6 Firmware All All All All

Hardware Hp 250 G7 - All All All

Operating System Hp 250 G7 Firmware All All All All

Hardware Hp 250 G9 - All All All

Operating System Hp 250 G9 Firmware All All All All

Hardware Hp 255 G10 - All All All

Operating System Hp 255 G10 Firmware All All All All

Hardware Hp 255 G6 - All All All

Operating System Hp 255 G6 Firmware All All All All

Hardware Hp 255 G7 - All All All

Operating System Hp 255 G7 Firmware All All All All

Hardware Hp 255 G8 - All All All

Operating System Hp 255 G8 Firmware All All All All

Hardware Hp 255 G8 Rom Family Ssid 87d1 - All All All

Operating System Hp 255 G8 Rom Family Ssid 87d1 Firmware All All All All

Hardware Hp 255 G8 Rom Family Ssid 8905 - All All All

Operating System Hp 255 G8 Rom Family Ssid 8905 Firmware All All All All

Hardware Hp 255 G8 Rom Family Ssid 890e - All All All

Operating System Hp 255 G8 Rom Family Ssid 890e Firmware All All All All

Hardware Hp 255 G9 - All All All

Operating System Hp 255 G9 Firmware All All All All

Hardware Hp 256 G6 - All All All

Operating System Hp 256 G6 Firmware All All All All

Hardware Hp 256 G7 - All All All

Operating System Hp 256 G7 Firmware All All All All

Hardware Hp 258 G6 - All All All

Operating System Hp 258 G6 Firmware All All All All

Hardware Hp 258 G7 - All All All

Operating System Hp 258 G7 Firmware All All All All
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Operating System Hp 258 G7 Firmware All All All All

Hardware Hp 285 G6 Microtower Rom Family Ssid 871e - All All All

Operating System Hp 285 G6 Microtower Rom Family Ssid 871e Firmware All All All All

Hardware Hp 285 G8 Microtower Rom Family Ssid 870e - All All All

Operating System Hp 285 G8 Microtower Rom Family Ssid 870e Firmware All All All All

Hardware Hp 285 Pro G6 Microtower Rom Family Ssid 871e - All All All

Operating System Hp 285 Pro G6 Microtower Rom Family Ssid 871e Firmware All All All All

Hardware Hp 285 Pro G8 Microtower Rom Family Ssid 870e - All All All

Operating System Hp 285 Pro G8 Microtower Rom Family Ssid 870e Firmware All All All All

Hardware Hp 295 G8 Microtower Rom Family Ssid 870e - All All All

Operating System Hp 295 G8 Microtower Rom Family Ssid 870e Firmware All All All All

Hardware Hp 340 G7 - All All All

Operating System Hp 340 G7 Firmware All All All All

Hardware Hp 348 G7 - All All All

Operating System Hp 348 G7 Firmware All All All All

Hardware Hp 470 G10 - All All All

Operating System Hp 470 G10 Firmware All All All All

Hardware Hp 470 G7 - All All All

Operating System Hp 470 G7 Firmware All All All All

Hardware Hp 470 G9 - All All All

Operating System Hp 470 G9 Firmware All All All All

Hardware Hp Desktop Pro A 300 G3 - All All All

Operating System Hp Desktop Pro A 300 G3 Firmware All All All All

Hardware Hp Desktop Pro A G3 - All All All

Operating System Hp Desktop Pro A G3 Firmware All All All All

Hardware Hp Desktop Pro A G3 Microtower - All All All

Operating System Hp Desktop Pro A G3 Microtower Firmware All All All All

Hardware Hp Proone 240 G10 Rom Family Ssid 8b4c - All All All

Operating System Hp Proone 240 G10 Rom Family Ssid 8b4c Firmware All All All All

Hardware Hp Proone 240 G10 Rom Family Ssid 8b4d - All All All

Operating System Hp Proone 240 G10 Rom Family Ssid 8b4d Firmware All All All All

Hardware Hp Proone 240 G9 Rom Family Ssid 89eb - All All All

Operating System Hp Proone 240 G9 Rom Family Ssid 89eb Firmware All All All All

Hardware Hp Pro Sff 280 G9 Desktop Rom Family Ssid 89b4 - All All All

Operating System Hp Pro Sff 280 G9 Desktop Rom Family Ssid 89b4 Firmware All All All All

Hardware Hp Pro Sff 280 G9 Desktop Rom Family Ssid 8bc3 - All All All
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Operating System Hp Pro Sff 280 G9 Desktop Rom Family Ssid 8bc3 Firmware All All All All

Hardware Hp Pro Sff 290 G9 Desktop Rom Family Ssid 89b4 - All All All

Operating System Hp Pro Sff 290 G9 Desktop Rom Family Ssid 89b4 Firmware All All All All

Hardware Hp Pro Sff 290 G9 Desktop Rom Family Ssid 8bc3 - All All All

Operating System Hp Pro Sff 290 G9 Desktop Rom Family Ssid 8bc3 Firmware All All All All

Hardware Hp Pro Sff Zhan 66 G9 Desktop Rom Family Ssid 89b4 - All All All

Operating System Hp Pro Sff Zhan 66 G9 Desktop Rom Family Ssid 89b4 Firmware All All All All

Hardware Hp Pro Sff Zhan 66 G9 Desktop Rom Family Ssid 8bc3 - All All All

Operating System Hp Pro Sff Zhan 66 G9 Desktop Rom Family Ssid 8bc3 Firmware All All All All

Hardware Hp Pro Tower 200 G9 Desktop Rom Family Ssid 89b3 - All All All

Operating System Hp Pro Tower 200 G9 Desktop Rom Family Ssid 89b3 Firmware All All All All

Hardware Hp Pro Tower 200 G9 Desktop Rom Family Ssid 89b4 - All All All

Operating System Hp Pro Tower 200 G9 Desktop Rom Family Ssid 89b4 Firmware All All All All

Hardware Hp Pro Tower 200 G9 Desktop Rom Family Ssid 8bc3 - All All All

Operating System Hp Pro Tower 200 G9 Desktop Rom Family Ssid 8bc3 Firmware All All All All

Hardware Hp Pro Tower 280 G9 Desktop Rom Family Ssid 89b3 - All All All

Operating System Hp Pro Tower 280 G9 Desktop Rom Family Ssid 89b3 Firmware All All All All

Hardware Hp Pro Tower 280 G9 Desktop Rom Family Ssid 89b4 - All All All

Operating System Hp Pro Tower 280 G9 Desktop Rom Family Ssid 89b4 Firmware All All All All

Hardware Hp Pro Tower 290 G9 Desktop Rom Family Ssid 89b3 - All All All

Operating System Hp Pro Tower 290 G9 Desktop Rom Family Ssid 89b3 Firmware All All All All

Hardware Hp Pro Tower 290 G9 Desktop Rom Family Ssid 89b4 - All All All

Operating System Hp Pro Tower 290 G9 Desktop Rom Family Ssid 89b4 Firmware All All All All

Hardware Hp Pro Tower 290 G9 Desktop Rom Family Ssid 8bc3 - All All All

Operating System Hp Pro Tower 290 G9 Desktop Rom Family Ssid 8bc3 Firmware All All All All
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