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CVE-2023-2639

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cssanavnncLranursceunan  Gertain versions of Factorytalk Pollcy Manager from
: Rockwellautomation contain the following vulnerability:

The underlying feedback mechanism of Rockwell

Automation's FactoryTalk System Services that transfers the
FactoryTalk Policy Manager rules to relevant devices on the network
does not verify that the origin of the communication is from a legitimate
local client device. This may allow a threat actor to craft a malicious
website that, when visited, will send a malicious script that can connect to the local
WebSocket endpoint and wait for events as if it was a valid client device. If successfully
exploited, this would allow a threat actor to receive information including whether FactoryTalk
Policy Manager is installed and potentially the entire security policy.

CVE-2023-2639 has been assigned by [&] PSIRT@rockwellautomation.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: [¢] Rockwell Automation - FactoryTalk System Services version = <= 6.20

CVSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction

NETWORK Low [ NONE |
Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | [ NONE |

CVE References
Description Tags Link
FactoryTalk® System nex MISC
Services affecting rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1139683

FactoryTalk® Policy Manager
— Multiple Vulnerabilities
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https://cve.report/
https://cve.report/CVE-2023-2639/mitre
https://cve.report/CVE-2023-2639/nist
https://cve.report/CVE-2023-2639/cve_org
https://cve.report/CVE-2023-2639.pdf
http://cve.report/software/rockwellautomation/factorytalk_policy_manager
http://cve.report/vendor/rockwellautomation
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1139683
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Rockwellautomation Factorytalk Policy Manager 6.11.0 All All All
Application Rockwellautomation Factorytalk System Services 6.11.0 All All All

cpe:2.3:a:rockwellautomation:factorytalk_policy_manager:6.11.0:*:*:*:*:*:*:*:

cpe:2.3:a:rockwellautomation:factorytalk_system_services:6.11.0:*:**:*:**:*:

No vendor comments have been submitted for this CVE
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