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Summary

CVE CVE-2023-26456

State PUBLIC

Assigner security@open-xchange.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-02 14:15:00 UTC

Updated 2024-01-12 08:15:00 UTC

Description Users were able to set an arbitrary "product name" for OX Guard. The chosen value was not sufficiently sanitized before processing it at the user interface, allowing for indirect cross-site scripting attacks. Accounts that were temporarily taken over could be configured to trigger persistent code execution, allowing an attacker to build a foothold. Sanitization is in place for product names now. No publicly available exploits are known.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Open-xchange Ox Guard All All All All

Application Open-xchange Ox Guard 2.10.7 - All All

Application Open-xchange Ox Guard 2.10.7 rev4 All All

Application Open-xchange Ox Guard 2.10.7 rev5 All All

Application Open-xchange Ox Guard 2.10.7 rev6 All All

References

Reference Source Link

documentation.open-xchange.com/security/advisories/csaf/oxas-adv-2023-0004.json MISC documentation.open-xchange.com

documentation.open-xchange.com/appsuite/security/advisories/csaf/2023/oxas-adv-2023-0004.json documentation.open-xchange.com

software.open-xchange.com/products/appsuite/doc/Release_Notes_for_Patch_Release_6243_7.... MISC software.open-xchange.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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