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Summary

CVE CVE-2023-26463

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-15 00:15:00 UTC

Updated 2023-05-17 20:15:00 UTC

Description strongSwan 5.9.8 and 5.9.9 potentially allows remote code execution because it uses a variable named "public" for two different purposes within the same function. There is initially incorrect access control, later followed by an expired pointer dereference. One attack vector is sending an untrusted client certificate during EAP-TLS. A server is affected only if it loads plugins that implement TLS-based EAP methods (EAP-TLS, EAP-TTLS, EAP-PEAP, or EAP-TNC). This is fixed in 5.9.10.

Risk And Classification

Problem Types: CWE-476 | CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Strongswan Strongswan 5.9.8 - All All

Application Strongswan Strongswan 5.9.9 - All All

References

Reference Source Link Tags

Releases · strongswan/strongswan · GitHub MISC github.com

CVE-2023-26463 strongSwan Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.com

strongSwan - strongSwan Vulnerability (CVE-2023-26463) MISC www.strongswan.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183199 Debian Security Update for strongswan (CVE-2023-26463)

283777 Fedora Security Update for strongswan (FEDORA-2023-25800591ef)

284260 Fedora Security Update for strongswan (FEDORA-2023-9fb10d880d)
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284260 Fedora Security Update for strongswan (FEDORA-2023-9fb10d880d)

504441 Alpine Linux Security Update for strongswan

691082 Free Berkeley Software Distribution (FreeBSD) Security Update for strongswan (3f9b6943-ba58-11ed-bbbd-00e0670f2660)

906903 Common Base Linux Mariner (CBL-Mariner) Security Update for strongswan (26300-1)
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