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Certain versions of Gosaml2 from Gosaml2 Project contain the
following vulnerability:

gosaml2 is a Pure Go implementation of SAML 2.0. SAML Service
Providers using this library for SAML authentication support are likely
susceptible to Denial of Service attacks. A bug in this library enables
attackers to craft a `deflate`-compressed request which will consume
significantly more memory during processing than the size of the

original request. This may eventually lead to memory exhaustion and the process being killed.
The maximum compression ratio achievable with `deflate` is 1032:1, so by limiting the size of
bodies passed to gosaml2, limiting the rate and concurrency of calls, and ensuring that lots of
memory is available to the process it _may_ be possible to help Go's garbage collector "keep
up". Implementors are encouraged not to rely on this. This issue is fixed in version 0.9.0.

CVSS3 Score: 5.3 - MEDIUM
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NETWORK LOW NONE NONE

Scope Confidentiality
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UNCHANGED NONE NONE LOW

CVE References

Description Tags Link

Merge pull request from GHSA-
6gc3-crp7-25w5 ·
russellhaering/gosaml2@f9d6604
· GitHub

github.com

text/html

 MISC
github.com/russellhaering/gosaml2/commit/f9d66040241093e8702649baff50cc70d2c683c0

CVE-2023-26483 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as MEDIUM

severity.

Affected Vendor/Software:  russellhaering - gosaml2 version = < 0.9.0
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https://cve.report/
https://cve.report/CVE-2023-26483/mitre
https://cve.report/CVE-2023-26483/nist
https://cve.report/CVE-2023-26483/cve_org
https://cve.report/CVE-2023-26483.pdf
http://cve.report/software/gosaml2_project/gosaml2
http://cve.report/vendor/gosaml2_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/russellhaering/gosaml2/commit/f9d66040241093e8702649baff50cc70d2c683c0
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· GitHub

GO-2023-1602 - Go Packages pkg.go.dev

text/html

 MISC pkg.go.dev/vuln/GO-2023-1602

Release v0.9.0 ·
russellhaering/gosaml2 · GitHub

github.com

text/html

 MISC github.com/russellhaering/gosaml2/releases/tag/v0.9.0

Denial Of Service Via Deflate
Decompression Bomb · Advisory
· russellhaering/gosaml2 · GitHub

github.com

text/html

 MISC github.com/russellhaering/gosaml2/security/advisories/GHSA-6gc3-crp7-25w5

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Gosaml2 Project Gosaml2 All All All All

No vendor comments have been submitted for this CVE
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