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PUBLIC

security-advisories@github.com

CVE Program / NVD first with legacy fallback

2023-03-08 20:15:00 UTC

2023-11-07 04:09:00 UTC

wasmtime is a fast and secure runtime for WebAssembly. In affected versions wasmtime's code generator, Cranelift, has a
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Problem Types: CWE-125 | CWE-787
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Application
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Config in wasmtime - Rust

Config in wasmtime - Rust

CVE Program record

NVD vulnerability detail

Upcoming security release for Wasmtime

Merge pull request from GHSA-ff4p-7xrq-q5r8 - bytecodealliance/wasmtime@63fb30e - GitHub

Guest-controlled out-of-bounds read/write on x86_64 - Advisory - bytecodealliance/wasmtime - GitHub
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MISC

MISC

MISC

MISC
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github.com
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https://cve.report/api/cve/CVE-2023-26489.json
https://cve.report/CVE-2023-26489.pdf
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http://cve.report/software/bytecodealliance/cranelift-codegen
http://cve.report/vendor/bytecodealliance
http://cve.report/software/bytecodealliance/cranelift-codegen
http://cve.report/vendor/bytecodealliance
http://cve.report/software/bytecodealliance/cranelift-codegen
http://cve.report/vendor/bytecodealliance
http://cve.report/software/bytecodealliance/wasmtime
http://cve.report/vendor/bytecodealliance
http://cve.report/software/bytecodealliance/wasmtime
http://cve.report/vendor/bytecodealliance
http://cve.report/software/bytecodealliance/wasmtime
https://groups.google.com/a/bytecodealliance.org/g/sec-announce/c/Mov-ItrNJsQ
https://github.com/bytecodealliance/wasmtime/commit/63fb30e4b4415455d47b3da5a19d79c12f4f2d1f
https://docs.rs/wasmtime/latest/wasmtime/struct.Config.html#method.static_memory_maximum_size
https://docs.rs/wasmtime/latest/wasmtime/struct.Config.html#method.static_memory_guard_size
https://github.com/bytecodealliance/wasmtime/security/advisories/GHSA-ff4p-7xrq-q5r8
https://www.cve.org/CVERecord?id=CVE-2023-26489
https://nvd.nist.gov/vuln/detail/CVE-2023-26489

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996192 Rust (Rust) Security Update for cranelift-codegen (GHSA-ff4p-7xrg-q5r8)
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