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Summary

CVE CVE-2023-26494

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-24 17:15:00 UTC

Updated 2023-05-03 18:59:00 UTC

Description lorawan-stack is an open source LoRaWAN network server. Prior to version 3.24.1, an open redirect exists on the login page of the lorawan stack server, allowing an attacker to supply a user controlled redirect upon sign in. This issue may allows malicious actors to phish users, as users assume they were redirected to the homepage on login. Version 3.24.1 contains a fix.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Thethingsnetwork Lorawan-stack All All All All

References

Reference Source Link

account: Prevent open redirects after login · TheThingsNetwork/lorawan-stack@f067760 · GitHub MISC github.com

lorawan-stack/index.js at ecdef730f176c02f7c9afce98b0457ae64de5bfc · TheThingsNetwork/lorawan-stack · GitHub MISC github.com

GHSL-2022-138: open redirect in lorawan stack - CVE-2023-26494 | GitHub Security Lab MISC securitylab.github.com

lorawan-stack/index.js at ecdef730f176c02f7c9afce98b0457ae64de5bfc · TheThingsNetwork/lorawan-stack · GitHub MISC github.com

Release v3.24.1 · TheThingsNetwork/lorawan-stack · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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