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CVE CVE-2023-26555
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-11 21:15:00 UTC
Updated 2023-11-07 04:09:00 UTC
Description praecis_parse in ntpd/refclock_palisade.c in NTP 4.2.8p15 has an out-of-bounds write. Any attack method would be comple
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ntp Ntp 4.2.8 p15 All All

Reference Source Link Ta
ntpd is not vulnerable - Issue #1 - spwpun/ntp-4.2.8p15-cves - GitHub MISC github.com

[SECURITY] Fedora 38 Update: ntp-refclock-0.6-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
ntp-4.2.8p15-cves/CVE-2023-26555 at main - spwpun/ntp-4.2.8p15-cves - GitHub MISC github.com

[SECURITY] Fedora 37 Update: ntp-refclock-0.6-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 38 Update: ntp-refclock-0.6-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: ntp-refclock-0.6-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
/| |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284027 Fedora Security Update for ntp (FEDORA-2023-c0762a0e57)


https://cve.report/
https://cve.report/CVE-2023-26555/mitre
https://cve.report/CVE-2023-26555/nist
https://cve.report/CVE-2023-26555/cve_org
https://cve.report/CVE-2023-26555.pdf
http://cve.report/vendor/ntp
http://cve.report/software/ntp/ntp
https://github.com/spwpun/ntp-4.2.8p15-cves/issues/1#issuecomment-1506546409
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/IY2SVYH4MKPAXEYHCCXD3Z6VGINLSVHK/
https://github.com/spwpun/ntp-4.2.8p15-cves/blob/main/CVE-2023-26555
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/Y3VHEHHWCTYSB7HVJLYPVK4RPJZ5LX52/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/IY2SVYH4MKPAXEYHCCXD3Z6VGINLSVHK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/Y3VHEHHWCTYSB7HVJLYPVK4RPJZ5LX52/
https://www.cve.org/CVERecord?id=CVE-2023-26555
https://nvd.nist.gov/vuln/detail/CVE-2023-26555
http://cve.report/qid/284027

284077 Fedora Security Update for ntp (FEDORA-2023-611a143d5f)

296105 Oracle Solaris 11.4 Support Repository Update (SRU) 63.157.1 Missing (CPUOCT2023)

673211 EulerOS Security Update for ntp (EulerOS-SA-2023-2389)

673248 EulerOS Security Update for ntp (EulerOS-SA-2023-2363)

673267 EulerOS Security Update for ntp (EulerOS-SA-2023-2591)

673300 EulerOS Security Update for ntp (EulerOS-SA-2023-2621)

673973 EulerOS Security Update for ntp (EulerOS-SA-2023-2700)

674006 EulerOS Security Update for ntp (EulerOS-SA-2023-2658)

754121 SUSE Enterprise Linux Security Update for ntp (SUSE-SU-2023:2609-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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