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/

CVE-2023-26556

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2023-04-21 18:15:00 UTC

2023-11-07 04:09:00 UTC

io.finnet tss-lib before 2.0.0 can leak a secret key via a timing side-channel attack because it relies on the scalar-multiplicati

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition

lofinnet Tss-lib All All All

All

1|

Language

References

Reference Source
GitHub - bnb-chain/tss-lib at v1.3.5 MISC
Release v2.0.0 - loFinnet/tss-lib - GitHub MISC
v0.1.3 - Tags - THORChain / THORChain TSS / tss-lib - GitLab MISC
Security disclosure for ECDSA and EdDSA threshold signature schemes | by io.finnet | Mar, 2023 | Medium  MISC
Security disclosure for ECDSA and EdDSA threshold signature schemes | by io.finnet | Mar, 2023 | Medium

CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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