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Summary

CVE CVE-2023-26593

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-11 09:15:00 UTC

Updated 2023-04-21 03:47:00 UTC

Description CENTUM series provided by Yokogawa Electric Corporation are vulnerable to cleartext storage of sensitive information. If an attacker who can login or access the computer where the affected product is installed tampers the password file stored in the computer, the user privilege which CENTUM managed may be escalated. As a result, the control system may be operated with the escalated user privilege. To exploit this vulnerability, the following prerequisites must be met: (1)An attacker has obtained user credentials where the affected product is installed, (2)CENTUM Authentication Mode is used for user authentication when CENTUM VP is used. The affected products and versions are as follows: CENTUM CS 1000, CENTUM CS 3000 (Including CENTUM CS 3000 Entry Class) R2.01.00 to R3.09.50, CENTUM VP (Including CENTUM VP Entry Class) R4.01.00 to R4.03.00, R5.01.00 to R5.04.20, and R6.01.00 and later, B/M9000 CS R5.04.01 to R5.05.01, and B/M9000 VP R6.01.01 to R7.04.51 and R8.01.01 and later

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yokogawa B/m9000cs All All All All

Application Yokogawa B/m9000 Vp All All All All

Application Yokogawa B/m9000 Vp All All All All

Application Yokogawa Centum Cs 1000 All All All All

Application Yokogawa Centum Cs 3000 All All All All

Application Yokogawa Centum Cs 3000 Entry Class All All All All

Application Yokogawa Centum Vp All All All All

Application Yokogawa Centum Vp All All All All

Application Yokogawa Centum Vp All All All All

Application Yokogawa Centum Vp Entry Class All All All All

Application Yokogawa Centum Vp Entry Class All All All All

Application Yokogawa Centum Vp Entry Class All All All All

Application Yokogawa Exaopc All All All All

Application Yokogawa Exaopc All All All All

Application Yokogawa Exaopc All All All All
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Reference Source Link

Yokogawa Security Advisory Report List | Yokogawa Electric Corporation MISC www.yokogawa.com

JVNVU#98775218: Yokogawa Electric CENTUM series vulnerable to cleartext storage of sensitive information MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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