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Summary

CVE CVE-2023-26600

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-06 20:15:00 UTC

Updated 2023-03-13 17:47:00 UTC

Description ManageEngine ServiceDesk Plus through 14104, ServiceDesk Plus MSP through 14000, Support Center Plus through 14000, and Asset Explorer through 6987 allow privilege escalation via query reports.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Assetexplorer All All All All

Application Zohocorp Manageengine Assetexplorer 6.9 - All All

Application Zohocorp Manageengine Assetexplorer 6.9 6900 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6901 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6902 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6903 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6904 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6905 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6906 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6907 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6908 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6909 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6950 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6951 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6952 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6953 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6954 All All
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Application Zohocorp Manageengine Assetexplorer 6.9 6954 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6955 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6956 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6957 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6970 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6971 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6972 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6973 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6974 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6975 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6976 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6977 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6978 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6979 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6980 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6981 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6982 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6983 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6984 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6985 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6986 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6987 All All

Application Zohocorp Manageengine Servicedesk Plus All All All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 - All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14100 All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14101 All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14102 All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14103 All All

Application Zohocorp Manageengine Servicedesk Plus Msp All All All All

Application Zohocorp Manageengine Servicedesk Plus Msp 13.0 - All All

Application Zohocorp Manageengine Servicedesk Plus Msp 13.0 13000 All All

Application Zohocorp Manageengine Servicedesk Plus Msp 13.0 13001 All All

Application Zohocorp Manageengine Servicedesk Plus Msp 13.0 13002 All All

Application Zohocorp Manageengine Servicedesk Plus Msp 13.0 13003 All All

Application Zohocorp Manageengine Servicedesk Plus Msp 13.0 13004 All All

Application Zohocorp Manageengine Supportcenter Plus All All All All
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Application Zohocorp Manageengine Supportcenter Plus 11.0 - All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11000 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11001 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11002 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11003 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11004 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11005 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11006 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11007 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11008 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11009 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11010 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11011 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11012 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11013 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11014 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11015 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11016 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11017 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11018 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11019 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11020 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11021 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11022 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11024 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11025 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11026 All All

Application Zohocorp Manageengine Supportcenter Plus 11.0 11027 All All

References

Reference Source Link Tags

ManageEngine: IT security, operations & service management MISC manageengine.com

ManageEngine security advisory MISC www.manageengine.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

378331 Zoho ManageEngine ServiceDesk Plus, ServiceDesk Plus MSP, SupportCenter Plus and AssetExplorer Privilege Escalation
Vulnerability
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